PeBepCI/IBHBII\/'I CTeFaHOl‘pa(bI/I‘[eCKHﬁ METOA COKPBITHUA I/IH(i)OpMaLII/II/I, OCHOBaHHBIN Ha HUHTEPIOJIAIUN H306pa)KeHPIﬁ

Haruesa A.®., Bepaues C.I'.

OBPABOTKA U30BPAKEHUI, PACIIO3HABAHUE OBPA30B

PeBepcuBHbIM cTeranorpaguyecKuii MeToa COKpPLITHA HHPOPMALUH,

OCHOBAHHBIH HA HHTEPIOJISAUH U300pPaKEeHNH
A.®. Hazuesa', C.I". Bepoues'

! Asepbatiosicanckuti mexnonozuueckuti ynueepcumem, AZ2011, Azepbaiidcan, 2. Ianoaca, np. Xamau, 103

Annomauyusn

OO6wmeH nHpOpMaIyeil TOCPEICTBOM OTKPBITBIX KOMIBIOTEPHBIX M KOMMYHHKAIIMOHHBIX CETEH
MOBEPKEH BEPOSTHOMY IIepexBaTy IiepelaBacMoil HWH(pOpMamuu TpeThe CTOpoHOH. Jlis
MIPEAOTBPALICHHUS 3TOTO pa3pabOTaHbl U MPUMEHSIOTCS Pa3IMYHbIC METO/IbI 3aIIUTHl HHpOpMaNH.
B Hacrosmeit paboTe mocTaBlieHa U pelIeHa 3aqada pa3padoTKA HOBOTO CTEHOTpadpHuIecKoro pe-
BEPCHUBHOTO METOA COKPHITHS MH(OpMaLUK, OCHOBAHHOTO HA MHTEPHOJIALNH n300paxkeHus. Pas-
paboTaHHBIN anroput™ o01agaeT 6ojee BEICOKAM 00hEMOM BHEPSIEMOW CEKPETHOW WHPOPMALIUU
IIPY OZTHOBPEMEHHOM COXPaHEHHH BBICOKOTO BU3YaIbHOTO KauyecTBa H300paXEHHsI CO BCTPOSHHOU
nHpopmannei. Pe3ynbTaTbl SKCIEpHMEHTAIBHBIX HCCICAOBaHNH, MPUBEIEHHBIE B CTaThe, MOJI-
TBEPXK/IAIOT BBIIECKa3aHHOE.
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Beeoenue

B mocnenHee necaTuieTne METOABI COKPBITHS IaH-
HBIX TPEBPAaTWINCh B Ba)KHOE HANpaBJICHUE HCCIENO0Ba-
HU#l B 00nact mHGQOpMANMOHHBIX TexHoiorud. Illmpo-
Koe pacripocTtpaHeHne MHTepHeTa n pasBuTHe HUpPOBOI
KOMMYHHUKaIlMU TOpoaAwIn npobiemMy obecrieueHus Oes-
OTIACHOCTH Tepegadr MH(POPMAIMN MO OTKPBITHIM KaHa-
naM cBs3u. st permeHus nmpooaeMsl OblIH pa3paboTaHbl
HOBBIE METO/ABI OE30MacHOCTH CEKPEeTHOH KOMMYHHKa-
1. [lapannensHo ¢ pazBuTHeM HU(POBOH TEXHUKH TO-
JMy4nia pa3BuTHE U IudpoBas creraHorpadus — HayKa o
COKpbITHM HHpopMarmu [8, 9, 11, 12].

OO0b1uHO cekpeTHast HH(pOopManus BHEAPSIETCS B TAKUE
1QpoBeIe HOCUTENH, Kak IU(poBbIe (aiinbl, n300paxe-
HUS, BUJICO, TEKCTHI, ayJIH0, KOTOPhIE MepelatoTcs Mo OT-
KPBITBIM KaHaJlaM CBsI3U 0e3 NpeaBapuTeIbHON MH(POB-
ku. Cteranorpadus ycHenrHo NpuMeHseTCs B Pa3IHYHbIX
HaNpaBleHUSX, TaKUX KaK MEIUIMHA, BOEHHOE IEIo,
Ha/130p HaJl COXpaHEHNWEM aBTOPCKHMX IpaB Ha UCIIOJIb3Y-
eMble MaTepualibl ¥ LUPKYJSINS CEKPETHBIX JaHHBIX H
T.1. Ilo Tumy pemeHust 3aia4yu pa3IyaroT alrOPUTMBI
BCTpaMBaHUs 1 M3BJICYCHHUS CEKPETHBIX JITAaHHBIX.

HanbGonee momynsipHBIM SBISIETCSl  cTeraHorpadus
n300pakeHus, B KOTOPOM HH(OpMAIMs BHEAPSIETCS B
n3zo0pakeHne-KoHTeliHep. TepMUH «KOHTeHHep» O3HayYa-
eT 1M(dpoBoe Menua, UCIOIb3yEeMOe JUIsl BHEAPECHUS CeK-
petHoro cooOrieHus. Bueapsiemast nHdopmaryst Ha3bIBa-
eTCsl «CeKpeTHoe cooluieHue. M300paxeHnue, B KOTOpoe

yXKe BHEJPEHO CEKPEeTHOE COOOIIeHue, Ha3bIBaeTCs
«n300pakeHne co BCTPOSHHOW wuHpopManmei». s
BHEJPEHUSI CEKPETHOTO COOOIIEHUsS B KOHTEHHEp pa3pa-
00TaHO MHOXXECTBO TPOLENYP M aJIrOPUTMOB, OTJIMYAIO-
IUXCS CBOUMH IOKa3aTelsIMU. [300paxkeHue co BCTPO-
eHHOW MHpopManuel, nepeaaBasch 1Mo OTKPBITHIM KaHa-
JIaM CBSI3H, AOXOJUT 0 MOTydaTels U MOJUICKUT U3BIIe-
YEHHIO U3 HEro CeKpeTHOro coodiieHus. s aroi nenu
pa3padaThIBAIOTCA U HUCIOJIB3YIOTCS COOTBETCTBYIOLINE
MeTo/bl M anroputMsl [12—16]. Bce MeToas! u anropur-
MBI XapaKTEPU3YIOTCA CIEAYIONIMMU XapaKTePUCTUKAMU:

e  OObéM BHEIpEHHS — 3TO MaKCHMaJIbHO BO3-

MO’KHas BEIMYMHA BHEPEHUSL.

e  BusyanpHoe KayecTBO M300pa’keHUS — 3TO TO,

HAaCKOJIBKO HM300pa’keHne CO BCTPOEHHOM HMH(popMa-

[Hel HICHTUYHO ITyCTOMY N300paKEHHIO.

e  besomacHocTh anroputMa — 3TO CIIOCOOHOCTH

n300pakeHHss CO BCTPOCHHON HMH(pOpMaImei MmpoTu-

BOCTOSITh BCEBO3MOKHBIM aTaKaM, HAIPaBICHHBIM Ha

00Hapy>XeHHE CEKPETHOTO COOOIIEHHSI.

Bce pazpaboTaHHble aqrOpUTMBI OTJIMYAIOTCS APYT OT
JpyTa 1o 00JIaCTH BHEAPEHUS NaThl B M300paKeHue, TH-
Iy KOHTelHepa W METONy BHeApeHHus. Takum oOpaszom,
UJICATBHBIA cTeraHorpauIecKuii METOX JOJDKEeH oOIa-
JIaTh MaKCUMAJIbHBIM 00EMOM BHEAPEHUS], BHICOKUM BH-
3yaJlbHOM KauecTBOM. HenocratkoMm creraHorpaduye-
CKMX METOJIOB SIBJISIETCSI OTHOCHTEIBHO HHU3KHHA O0BEM
BHEJPSAEMOMN [aThl ¥ BBI3BAHHBIE STHUM BHEAPEHHUEM MHC-
Ka)KEHHsI NCXOJHOTO M300paxkeHHs. B cBere ckazaHHOTO
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B 3TOil 00JacTH ecTh ené MHOro mpodieM, TpeOyoImX
CBOErO pelleHus. BpIeynomMsHyToe BIOXHOBISET CO-
0011ecTBO MCCIenoBaTee Ha pa3paboTKy HOBBIX CTera-
HOTpaMUYECKUX TEXHOJOTHH Ui Tepefaddl CEeKPEeTHBIX
coobmennii u 6onee 6e3omacHOr0o oOMeHa CEKPEeTHBIMHU
JaHHBIMH.

Cxoorcue pabomul

B creranorpaduu nzo0paxkeHus AJsi MOBBILICHHS Ka-
4yecTBa KOHTEHHEpa, T.C. YBEIMYCHHS €ro pa3pelieHus,
ncnoib3yercs meron uaTepronsaun. B 2009 roxay Jung u
Yoo [2] mpemtoXuny HCIONB30BaHUE 3TOTO METOAa B
creranorpaduu uzodpaxenuit. CyTb 3TOro Meroja 3a-
KJIIOYaeTCsi B YMEHBIICHHHM HMCXOJHOTO H300paskeHUs
pasmepom M x N 10 AByX N300pa>keHHI pa3MepoM

o)

Hcxonnoe
n300paxeHue

YMEHBIIEHHOE
n300paKeHne

IIpouece

W3Bneyenne
uHdOpManuu

i
CexkperHoe
| coobmienue

HHTEPIIOJIALNH

Merton Jung cocTOMT U3 JBYX OCHOBHBIX ILIarOB: MH-
TEPIOJIIUN U300pa’KeHHUsI U COKPBITHS CEKPETHBIX JaH-
HbIX. Ha mepBoM srame ncxomHoe M300pakeHHE NETUTCS
Ha Oytoku 3 X 3, a 3aTeM pacIupsieTcsl 0 MepBOHAYATIHHO-
TO pa3Mepa ¢ UCIOIb30BaHUEM AJITOPUTMA MHTEPIIOJIALIIH.
Ha BropoMm 3Tamne cexpeTHas AaTa BCTABIISETCS B CTEHEPH-
POBaHHBIA Ha MEPBOM 3Talle KOHTEHHEP C MCIIOIb30BAHU-
€M aJITOpUTMa COKPBITUSI CEKpEeTHBIX NaHHbBIX. IIporecc
COKPHBITHS HH(OPMALIH peau3yeTcs 1o cxeme (puc. 1).

Ucmone3yst  merom  NMI  (Neignbour  Mean
Interpolation), cokpaménasle n300paKeHUst IpeoOpa3yroTCs
B KOHTelHep pazmepoM M x N. 3atem 310 n300paxeHue sie-
JIMTCSL HA HECKOJIBKO 0J10k0B. KOHTelHep M MHUKCem Kax-
JIOTO U3 ero OJIOKOB, 32 UCKITFOUCHNEM TIePBOTO, MOTYT OBITH
HCTIONF30BaHbI It BHenpeHus: nadopmarmu. O6sEM BHE-
peHMsl B KaKIBI IHKCENb 3aBHCHT OT Pa3HHIBI MEXITY
9TUM | TIepBBIM. {1151 yBemmueHnss 00béMa BHEAPEHUS Me-
TOJ] MHTEPIIOJIIIIH KOMOMHUpYeTcs ¢ MeTomoMm LSB.

Kownreiinep
n300paxeHne

o ]
: CexperHoe
4—4 coobmieHue ‘

CoxpeiTie
uHpOpMAIHH

HW3obpaxenune
€O BCTPOEHHOM
uHpopmanuen

Puc. 1. Cxema coxkpvimust ungpopmayuu

Brocnencteun Obutn pazpaboTaHbl HECKOIBKO Pa3HO-
BUJIHOCTEH METOJa MHTEPIIOSILUHN H300paKeHUs, KOTO-
pble B HACTOsIIIIEE BPEMs NPHMEHSIOTCS B CTETaHOIpa-
¢un. B nureparype omucanbl Haubojee yCIEIIHbIe Me-
tonel: NMI (Neighbor Mean Interpolation) [2], INP (In-
terpolation by Neighboring Pixel [3] u NIE (New Inter-
polation Expansion) [1]. Bce aTu MeToap!I HalipaBIeHBI Ha
pa3pabOTKy HOBBIX METOJIOB MHTEPIIOJISILIN U SBISIFOTCS
MomuduKamsiMu Metona Jung. HecmoTpst Ha HEKOTOpBIE
MPENMYIIECTBA, MT0CIIEe BHEAPEHNS CEKPETHON JaThl Kade-
CTBO M300paKeHUsI CO BCTPOCHHOM MH(pOpMAaIHeil cTaHo-
BUTCS XYX€, YeM KadeCTBO MHTEPHOIMPOBAHHOIO M300-
paxenusi. B pabore [3] kouTeliHep pasznenéH Ha OJOKH
2 X2, YeTelpe COCeIHUX THKCEIS HCIOIB3YIOTCS IS
OIIpEJENICHNS] MAKCUMAIIBHOTO 3HAUCHUS YETBIPEX COCEll-
HHUX THKceNlell Kakaoro 0JIoKa, KOTOpBIE, B CBOIO Ode-
pellb, UCTIONB3YIOTCS JUTS BBIYMCIICHUS] HanOombIIel pas-
HHUIBI MEXy TOTOBBIMU K BHEAPECHUIO MUKceIiMu. On-
HAKO HECMOTpsI Ha yBeIMUYeHHE 00bEMa BHEIPEHHMS, Ka-

4ecTBO M300pakeHMs cHIpKaerca. Sabeen Govind u ap.
[5] pa3paboTanu IByXATalHYIO CXeMYy COKPHITHS JaHHBIX,
obecreunBaromyro 6onpmoi 00béM BHeApeHus. Ha nep-
BOW CTaJMM HHTEPIOALUM HUCXOAHOE HU(pOBOE M300-
pakeHHe TIpeBpamaercs B H300pa)keHHEe-KOHTEHHep C
ucnonbzoBanueM Texunku ENMI (Enhansed Neighbour
Mean Interpolation) anropurma. Pa3sauier Mexay 3Hade-
HHUSAMH HUCXOJHOTO M300paKeHHs M KOHTEIHepa CKIajbl-
BAIOTCS, a MOJyYeHHasi CyMMa JISJIUTCS Ha YUCIIO cliarae-
MbIX. [loNy4eHHBII pe3y/bTaT 3aUChIBAETCS B CPEIHION0
sraeiiky Onoka koHTeiHepa. OmHaKO HecMOTps Ha Oojee
BBICOKOE 3HaueHHE 00bEMa BHEAPEHH, BU3YaJbHOE Ka-
YEeCTBO HM300paXKEHUS CO BCTPOCHHOW HMH(OpMaIUeid He
CJIUIIKOM BBICOKOE, & CaM JITOPUTM CJIOXKEH IJIS BBIYHC-
nennit. Ahmad. A. Mohammad u np., npecneayst 1ens
MOBBIMICHUS] 00bEMa BHEIPEHUS M KadyecTBa HM300paxke-
HUS, TOCTUTHYTBIE B pabote Jung, pa3paboTany HOBBIH
METOJ COKPBITUS ITAaHHBIX, OCHOBAHHBIH Ha MHTEPIIONS-
Iuu n300pakeHns, U1 00eCTIeYeHUsT BEICOKOTO 00bhEMa
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BHeIpeHus. [lexnapupyercs, 4To mpejlaraeMblii METOJ
OTJINYAETCSI OTHOCUTENBHON IPOCTOTON pacyeToB. Jpy-
THM JIOCTIDKEHHEM SIBIISIETCSI BECbMa MaJlo€ MCKaXCHHUE
n300pakeHust. DTH MCKAXKEHUS TPU UCIIONB30BAaHHH Me-
TOJIOB MHTEPIIOSIIMM BO3HHKAIOT Ha 3Talax yMEHbIIe-
HUSI M yBEIWYCHUSI pa3MEpOB M300pPaKCHUS M COKPBITHS
JaHHBIX. JI7sl yMEHBIIEHHS HCKaKCHUH H300pasKeHUs
IIPU BBILIETIPUBEAEHHBIX MPOIETYpax pa3padoTaH ayro-
pUTM HHTepHomAIMH u3o0paxennii. Ho cregoBano ObI
OTMETHTH, YTO UX METOJ (PaKTHUECKH ObLT MO (pHUKaLINit
Merona Junga.

Jana B.I. u np. [4] mpeIoKuny HOBBIN PEBEPCUBHBIN
METOJ COKpBITUS JIaHHBIX, OCHOBaHHBIH Ha METOJE
Weight matrix u oTnuyaromuiicss OOIbIIUM 00BEMOM
BHezpseMoi aaTtel. COrIacHO 3TOMY METOHY HCXOJHOE
n3obpaxxenune pazmepoM M (Beicota), N (mmpuHa) yBe-
JIMYMBAETCS JBAXbl yTEM MHTepHosiuuil. B pe3ynbra-
TE€ C UCIIOJIB30BaHNEM pa3pabOTaHHBIX aBTOPAMH CIICIH-
ANBHBIX TPeoOpa3oBaHU IOTy4YaeTcss H300paKeHHe C
BbICOTOH (2XM-1) 1 mmpuHOit (2XN-1). 3atem ucxogHOE
n3zobpakenue nenutcs Ha 610ku (3 X 3), a u300pakeHne-
KoHTeiHep — Ha Onoku (5 % 5). Cekpernas undopmarus
BHEAPSETCA B BBIYMCICHHYIO TIO3HIMIO OJI0Ka M300pake-
HUs-KoHTeHHepa ¢ (5x5). OtuM myTéM mocturaercs
GompmIol 00BbEM BHEIPEHHS M PEBEPCHUBHOCTH AITOPHT-
Ma. OgHAKO HECMOTPS Ha TEOPETUYECKHE IpenuMylle-
CTBa, CJIO)KHOCTb AITOPUTMa YCIOXKHSET €ro BBIYHCIIHU-
TEJIbHBIE CIIOCOOHOCTH, YTO, B CBOIO OYEpE/lb, OTPAaHUIH-
BAaeT NPaKTUIECKOE HCIIOIb30BAaHNE METO/A.

Ilpeonazaemulii Memoo coKpvimus oamol

B stom maparpade mpemiaraercsi HOBBI pPEBEpPCHUB-
HBII METOJ COKPBITUSI CEKpeTHOH HH(pOpMammu, OCHO-
BaHHBIA Ha MHTEPIOJISAINN H300paKeHNUSI.

ITpenmymecTBOM MeTonma SIBISIETCS  OOeCIEUECHHUE
GospIIoro 00bEMa BHEAPSEMbIX CEKPETHBIX OMT IpH 00-
Jiee BBICOKHX 3HAUCHMSX BU3yalbHOI'O KauecTBa M300pa-
JKCHHSI CO BCTPOCHHOU MH(popManueii.

[IpemtaraeMplii METOJ] COKPBITHS HH(DOPMAIUK pea-
JU3yeTCs 0 cXeMe COKPHITHs nHpopMmarmu (puc. 1.), Ko-
TOPBIii, B CBOIO OYEPEb, COCTOUT U3 CIEAYIOIINX 3TAIlOB:

® YMEHBIIIEHHE H300paKeHus;
® pacHIMpeHre U300paKCHNUS;
® COKpbITHE HHpOpMALINY;

® H3BJICUCHUEC HH(DOPMAITHH.

PeBepcuBHOCTh JOCTHTAETCd IO OTHOLICHUIO K
«YMEHBIICHHOMY H300paKeHUIO», HO HE K HCXOTHOMY
TIOJTHOPa3MEPHOMY.

[To3TamHOE BHIMOJIHEHHUE OTEpaIyii o nuGPOBOI pe-
aIn3alKu MeTojia u 00paboTke H300paKEHUH, B KOTOPbIE
BHEJIPSIOTCSI CEKPETHBIE OUTBI, IPUBOAUTCS HHUXKE.

ITocnenoBaTebHOCTD IATOB HA JTAIC BHEIPEHHUSL.

[ar 1. OpuruHambHOE U300paKEHHE, pa3aesisich Ha
6sokn 3 X 3, moaBepraercst HHTEpHOISIIUK. 151 9TOM 1ie-
JIU ucnofb3yercst popmyia (1).

C(0,0)=0(0,0),
C(0,)=(C(0,0)+C(0,2))/3+(C(2,0)+C(2,2))/6,
C(1,0)=(C(0,0)+C(2,0))/3+(C(0,2)+C(2.2))/6,
C(11)=(C(0,0)+C(0,2)+C(2,0)+C(2,2)) /4.

(1)

ar 2. [TyTéM HHTEPIONANH TeHepUpyeTcs KOHTEH-
Hep. [lomyueHnoe u3zobOpaxxenne aenuTcs Ha O1I0ku 2 X 2.
B mpemmaraeMoM anropuTMe COKpPBHITHS HH(DOpManuu
MTUKCENN, HaXOAAIINecs B BEpXHEH MpaBoil yacTu OJ0Ka,
B HWJKHEH 4acTu ClieBa U B HWKHEH 4acTu CIpasa, Npu-
TOZIHBI JUIS BHEAPEHUS] CEKPETHOrO coodmieHus. Vcmouns-
3ys KoopAWHATHI (2), 0003HAYNM MHKCETH OJIOKOB Kak
d 1, dz, ds:

).

d, =ma(|G,(1,0)- G (0,0)|C: (1,0)- G5 (0,0)|),

dy =ma(|C,(0,1)-C,(0,0)|,|C: (0,1) - C,(0,0)

2)
d; =ma(C: (1,1)- G, (0,0)].|C: (1.1) - . (0,0)|,

|G (1,1) = 5 (0,0)[,]C (1,1) = €4 (0,0).

Iar 3. Tlocne HaxoXxIeHHs] TPEX 3HAUEHUH pa3HUIL]
JUIS ONpENeNIeHHUs] KOJIMYECTBa CEKPETHBIX OWT, moje-
JKaIIMX BHEAPECHUIO B KaXKIbIH ITHKCENb, JCCSITUYHBIC
3HAYEHMS PEe3yJIbTATOB, MOJIYYEHHBIX OT BBIYMCICHHH I10
dopmyne (2), mepeBoAATCS B JABOMYHYIO cucTeMy. B
U(pPOBOM psijie, MOTYIEHHOM OT 3TOTO CUCTEMHOTO IIpe-
00pa3zoBaHUsl, KOJIWYECTBO OWUT DPAaBHSETCS KOJIUYECTBY
OuT, MoJUIeKAINX BHEAPEHUIO.

Iar 4. Ecnu npuHATE CEKPETHYIO NaTy Kak by, by, bs,
TO OHU MOTYT OBITh BHEJIPEHBI ¢ TOMOIIBIO (3):

G (0,1)+b,if C(0,1)< 0, (0,1),

S (0,1)=
1( ) CI(O,I)—bl,uHaqe;
C (1,0)+b,,if C(1,0)<0,(1,0),
s.(10)={ WO CROZANO.
Cl(l,O)—bzuHaqe;
C (L1)+bs,if C(L1)< O (L1),
o [G0DraD<a 0

G (1,1)—b; unave.

3necy C(i,j) mpencrasiser coOOH MUKCETH KOHTEH-
Hepa, a ¢ S(i,j) SBIAIOTCS MUKCEISIMU M300paKeHHs CO
BCTPOEHHOH WH(OpMalmell, B KOTOpbIE BHEJIPEHA CeK-
peTHas nara.

HOJ’Iy'—IeHHI)IC TMUKCEJIN BBITTIAAAT KaK Ha pUC. 2.

C(0,0) = C(0,1) S(0,0) | S(0,1)

C(1,0) | C(1,1)

a) 0)

Puc. 2. Bnoku: xoumeiinepa (a) u uzobpasicenus
co ecmpoenHoll ungpopmayueti (6)

S(1,0) | S(1,1)

CpaBHHBas NMUKCETH KOHTEHHEpa W M300pakKeHUS CO
BCTPOCHHOH HH(OpMaIueil, 3aMeTHM, YTO W3MEHEHUS B
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MHUKCENTIX He3HaunTenbHbl. IIpu 3amene mpouemypsl jo-
rapuMupoBaHus Mpeodpa3oBaHUEM NECATHIHON CHUCTe-
MBI B IBOMYHYO, KOJIMUYECTBO OMT CEKPETHOW AaThI CTa-
HOBUTCS OOJbIIE, YTO, B CBOIO OYEPEb, 03HAUACT YBEIIHU-
yeHne o0bpéMa BHeApeHUs. KpoMe Toro, m3-3a yMEHBIIIE-
HUS M3MEHEHUI B muKcemsix 3Hauenne PSNR nomywaercs
BBICOKHM.

Hudgpposoit npumep 6cmpaueanusn

Hcxognoe wn3o0pakeHHe ITyTEM HWHTEPIIOIIUHN I10
tdopmyne (1) mpeobpasyercst B konTeiHep. [1o popmyne
(2) BRIUHCISAIOTCA pAa3HULEI d1, da, d3.

HaiineHHble necATHYHbIC 3HAUSHNS Pa3HULl ME&XTY ITHK-
CEJIIMH NIEPEBOASATCS B JBONYHYIO CUCTEMY MCUNCIICHHUS

m=7=111,
n=6=110, 4
n, =16 =10000.

[Tocie nepeBosa 3HaYEHUH d B JBOWMYHYIO CHCTEMY
BBIOMPAIOTCSI OMTBHI CEKPETHOM NaThl, KOJIWYECTBO KOTO-
pBIX paBHsieTcst KonmdecTBy Hysel (0) u eanann (1) nBo-
WYHBIX yuces. Hanpumep, ecnm 3aiaHbl OUTHI CEKPETHOM
matel by=11001100111100011, to mpu n;=7=111 nep-
Bele 3 Omta cexkperHoit marel b1 =110. ITocne mepeBona
9TOr0 3HAYEHHS B JECATUUHYIO CHCTEMY HCUUCIICHUS
b1=6. Ha ouepeHOM 3Tare CpaBHUBAIOTCS ITUKCEN KOH-
TeiiHepa 1 M300pakeHNs CO BCTPOSHHOH nH(popMaryei.

Ecnn nmukcenn xoHTeiiHepa MeHbIIE, YeM NMHUKCEH HC-
XO/IHOTO M300pakKeHMs, TO BHIOpaHHBIE CEKPETHBIC OMTHI
JOOABIISIOTCS K IMKCEII0 KOHTEHHepa. B mpoTtuBHOM city-
Yyae BEIOpaHHbBIE CEKPETHBIE OMTHI BEIYMTAIOTCS M3 TTHKCEIS
KoHTeliHepa. Takum o00pa3oM, yMeHbIIAeTCs pa3HHULA
MEX/y KOHTEHHEpOM M HM300paKeHHEM CO BCTPOSHHOM
nHdopmarmeii. A 310 o3Havaet rnoseireHre PSNR.

S, =75+6=81,
S, =75+3=78, ®)
S, =77+7=84.

Takum oOpazom, GOPMHUPYIOTCS MHUKCEIN N300pake-
HUSI CO BCTPOSHHOW MH(pOpMaIHeH.

73 81

78 84

Puc. 3. Iuxcenu b610xa uzobpadxcenus,
€O 6CcMpoeHHOl uHghopmayuerl

Eciu cpaBHUTH THKCEITH KOHTEHHEpa U M300pasKeHHUS
CO BCTpOCHHO# wuH(pOpMAaIMed, 3aMETUM, YTO Pa3HHUIIA
MEXKIy MUKCEIIMU OYeHb HeOosbias. B pesynpTare 3a-
MEHBI MPOIEAYPHl JOTapU(PMHUPOBAHUS HA MPOLCAYPY
MepeBoJia pa3HUIIbl 3HAUCHUI MTUKCeNIed KOHTeHHepa 1 U3
JIECSITUHYHON CUCTEMBI B IBOMYHYIO KOJUYECTBO OUT CEK-
pEeTHOM [aThl, TMOJJIeKAIIUX BHEAPEHUID B KOBEp-
n3o0paxkeHue, Bo3pacraer. JTo, B CBOIO Ouepe/ib, O3Ha-

4aeT yBenmueHne o0béMa BHEAPEHUS CEKPETHOW JATHl U
SIBIIICTCSI TPEUMYIIECTBOM TIPEAIaraéMoil CXEeMBI 10
CpPaBHEHHUIO C IPYTMMH METOAAMH, YTO U SBISETCA OC-
HOBHOM 3aJ1auey HACTOSIIIETO UCCIIEIOBAHMUS.

Hlazu ghazvt uzenevenusn

AJITOPUTM U3BJICUCHHSI CEKPETHOTO COOOIICHUS U3
n300pakeHNsl CO BCTPOCHHOH WHGopManuel, Oymydn
MPOTHBOIOJIOKHOCTBIO aJTOPUTMA BHEAPEHHS, HCIIONb-
3yeTCs AUl BBIACICHUS CKPBITOW IaThl M BOCCTAHOBIICHUS
HCXOIHOTO U300paKEeHHSI.

[ar 1. M300paxkeHue co BCTPOSHHOH MHpOpMAaIei
JeUTCsT Ha OJOKH 2 X 2, a WHTEPHOJIMPOBaHHOE M300pa-
JKEHHe-KOHTeHep BHOBB BOCCTaHaBiMBaercs. [lomyueH-
HBIE PE3YJIbTAThl HCIIOJIBb3YIOTCS JUIS U3BJICUCHHUS CEKpeT-
HOTO COOOIIEHHS.

c(L,C(1.2) caz)| | S [S(1.2)
C(2,1)|C(2,2)C(2,3)
9 CBD[CB2)CGI)| 4 S2.D| 8(2.2)

Puc. 4. bnoku: xonmeiinepa (a) u uzobpasicenus
co ecmpoennoll unghopmayueti (0)

3areM W3 mHKcened W300paKeHHWsS CO BCTPOCHHOM
nHpOpManyel BBIYMTAIOTCS THKCENH H300pakeHMs-
KOHTEHHEpa.

Del=C(1,2)-5(1,2),
De2=C(2,1)-5(2,1), (6)
De3=C(2,2)-5(2,2).
W3 mony4eHHbIX 3HAYEHUH pa3HHIl M300pa)KCHUs CO

BCTPOCHHOW MH(pOpMAaIMell U KOHTeWHEepa BOCCTaHABIIHU-
BAaIOTCSI OUTHI CEKPETHOM JaThI.

Lugpposoit npumep ghazvt uzeneuenusn

N300paxeHne co BCTpoeHHOU MH(OpMaLUen AeIUTCs
Ha OJokM 2 X2, a MHTEpHOJMPOBAHHOE H300paKeHHe-
KOHTeﬁHep BHOBb BOCCTAHABJIMBACTCSA WU UCIIOJB3YCTCS B
IIPOLIECCE U3BJICUCHMUS.

73 75 70

5 77 93 73 81

71
a) 6) 78 84

Puc. 5. Bnoku: unmepnonupoeannozo uzoopaicenus (a)
u uzobpasicenus co ecmpoennol ungopmayuet (6) I3 nukce-
JIei M300paXKeHuUs CO BCTPOCHHOM MH(pOpMalen BbIUUC-
JISFOTCS MUKCENN KOHTEHHEepa

81-75=6=110,
78-75=3=11,
84-77=T=111.

W3 mosydeHHBIX 3HAYeHWI BBIYMCIECHHBIX PAa3HUI]
(opMupyIOTCSl OUTHI CEKPETHBIX AHHBIX, KOTOPHIE Iepe-
JIAI0TCS O OTKPBITOMY KaHaIy CBSI3U.
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Peaymzmambl IKCnepuUMeHmaibHblx uccnedosanuil

C 1enblo MpOBEPKU JOCTOBEPHOCTH MOJyYEHHBIX pe-
3yJIbTATOB MCCIIEA0BAHMS ObLIM IPOBENICHBI SKCIIEPHMEH-
ThHI Ha CTAHJIAPTHBIX CEPBIX CHUMKaX pazmepom 512x512,
B3ATHIX M3 0a3bl gaHHBIX n3obpaxkenwii USC-SIPI, 8 u3
KOTOpBIX TOKa3aHbl Ha PHUC. 2. DKCIEPUMEHTHI ObLIH
npoBeJieHsbI ¢ ucrnonszoBanueM MATLAB\R2014b.

JIyist OLIEHKH KadecTBa M300pa)KeHUsI CO BCTPOCHHO
nHpopmanueil ucronb3oBanach Merpruka RSNR, 3naue-
HHE KOTOpOW BhIYUCIsUIOCH Merogom Peak Signal to
Noise Ratio (RSNR) o dopmyue:

PSNR =10log, 255255 , (7

z:_l[CI(m,n) —Sl(m,n)]2

KOTOpasi ONpEJeIsieT CTENeHb CX0KECTH IBYX CpaBHHMBa-
€MBIX CHHMKOB. 3pUTEIbHAsI CHCTEMa YeJOBEKa HE CIO-
coOHa ynaBnuBaTh pasHuily cebime 36 dB. 3Hadenue
PSNR mnpsiMo cBsi3aHO ¢ BU3YyaJIbHBIM Ka4eCTBOM H300-
pakenus: co BcTpoeHHoW uH(popmaiuend. Uem OGouibiie
€ro 3Ha4yeHHE, TeM OOJBIIE CXOACTBO CPaBHUBAEMBIX
n3obpaxeHuid. P u Q 0003HaYaIOT pa3mMep U300paXKeHusl,
a CI u SI — Bun u300paxkeHusi. 3apaHee OTMETHUM BBICO-
KHe CpeJHME 3HA4YEHHs II0Ka3aTeled TECTHPOBAaHHBIX
n300pakeHud, KOTOPhIE PaBHSIOTCSI MO COKPBHITHIO JaH-
HbIX —435202; PSNR — 38,8096.

3areM paccuuThiBaIUCH BenuurnHbl PNSR mMexny xoH-
TEHHEPOM M M300paXEHUEM CO BCTPOCHHOH HH(MOpMAIH-
eif, KoTopsle npuBoasATCs B Ta0. 1. B Tabnmie nprBeneHb
nanHble cpaBHeHMss PSNR mpeanmaraemoro merona ¢ Ho-

P*Q BBIMH METOaMHU, pa3padOTaHHBIMU B IIOCIICTHHE TOJTBI.
Taon. 1. Cpasnenue noxazameneti areopummos
HcxomHoe Metpuku Yong-qing Malik A.m ap. | IIpemmaraemsrit
n300pakeHne Chenm gp.[ 17] | [18] METO]T
Lena PSNR 34,18 31,93 38,56
Capacity 369,715 144,887 564,744
Baboon PSNR 24,69 22,85 36,47
Capacity 651,710 187,141 546,791
Airplane PSNR 32,84 30,26 35,88
Capacity 334,328 151,269 524,719
Peppers PSNR 32,82 30,42 39,32
Capacity 374,589 144,177 656,611
Sailboat PSNR 31,80 29,04 33,36
Capacity 364,589 175,183 378,123
Boat PSNR 29,82 32,22 35,93
Capacity 343,589 124,236 369,563
Couple PSNR 26,82 24,36 29,68
Capacity 381,589 354,137 400,021
House PSNR 32,02 31,32 36,21
Capacity 236,589 235,325 282,753
Cpenuue PSNR 30,26 29,05 35,60
3HAYCHHS EMKocTh BeTpanBaHus 382,087 189,544 465,415

e
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Bonee Boicokue 3HaueHns PSNR u 00b€ma BHeIpeHNs
YKa3blBAIOT Ha MPEBOCXOJCTBO NPEIIaraeéMoro MeTona
HaJl IPYTMMHU CpaBHHBAaeMbIMHU. Bce n300paxeHust UMEIoT
PSNR cBsimie 36 dB, 94T0 TOBOPHUT O TOM, 4TO HEH30EX-
HBIE U CBS3aHHBIE C BHEJIPEHUEM CEKPETHBIX JAHHBIX HC-
KaXCHUSI OCTAIOTCSI HE3aMETHBIMH JUIS YEJIOBEUECKOTO
rnaza. Kpome PSNR, mi1st mosydenust 6ojiee TOUHBIX pe-
3yJIBTATOB CPaBHEHMS MCXOJHOTO U HM300paKeHUH CO
BCTPOEHHOH MH(poOpMaIeli HaMnu ObUT UCIIONB30BAaH TaK-
JKe TpaQUIEeCKUil METO TUCTOTPAMM.

B Tabn. 2 mpuBemeHB THCTOTPAMMBI MCXOIHBIX H
COOTBETCTBYIOIINX WM H300paKEHUU CO BCTPOCHHOM
uHpopmarueii. M3 TaGiuIBl BUIHO, YTO BCE CPaBHUBA-
e€MbIC U300paKECHUS MMCIOT MMOYTH OJUHAKOBBIC THCTO-
rpaMMbl. OTO CBHJETEJILCTBYET O BBICOKOW CTEINEeHH
HUICHTUYHOCTH CPAaBHUBAaEMbIX M300pakeHUH, n3-3a 4e-
ro OOHapyXXeHHe HaJH4Yusi CEKPEeTHOH WHpopMaluu
CTAHOBUTCS HEBO3MOIKHBIM.

Taba. 2. ['ucmospammel CpasHUBAEMBIX UZ0OPANHCEHUT

Hzo6pasicenue HcxooHoe uzobpasicenue H3zobpasicenue co scmpoenHoll unghopmayuerl
(@ 2000] ] 000 ]
0 50 100 150 200 250 0 50 100 150 200 250
(6) ' ' ' ' '
3000 4 3000 4
6) 4500
4000
3500
3000
2500
2000
1500
1000
500
0
2) i
250
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Tabn. 2. 'ucmozpammbl cpagnugaemvix uz00pasicerutl (npooodicenue)
9) ﬂ
v
e
nc)
3)

3aknrouenue

[IpennoxeH peBEpCHUBHBIN METOJ COKPBITHS CEKpET-
HBIX JaHHBIX, OTIMYAIOLUIMHCS OONbIIMM 00BEMOM BHEI-
peHusi cekpeTHOH nHpopmannu. Pa3paboTaHHBIH anro-
PUTM OCHOBaH Ha KOHIENIMH MHTEPIOJSAINH H300paske-
HUH. VI3BECTHO, YTO BBICOKOE KaueCTBO M300paKeHUS W
00BbEM CKpBIBaeMOil HMHGpOpPMAIMK TPSMO IPOTHBOIO-
JOXHBI Apyr Apyry. llemsio Hacrosmeidl paboTel ObLTa

pa3paboTka anropuT™Ma, OTIIHYAOMIETOCS OOIBIINM 00h-
€MOM BHeZpsieMOi MH(POPMaWH PU COXPAaHEHHH BBICO-
KOT0 KadyecTBa M300paKCHUs] CO BCTPOCHHOW HMH(pOpMa-
ueid. 9To OBUIO JOCTHTHYTO IMYTEM HCIIONB30BAHMS HO-
BOT0 MEXaHW3Ma BHEIPEHUs, IyTEM 3aMEHBI IPOIETYPbI
norapu()MUpPOBaHMS TIPOLETYPOil MepeBoia MaHHBIX M3
JIECATEPUYHON CHUCTEMBI MCUMCICHUS B JBOMYHYIO. D-
(heKTHBHOCTH TIpe/IaraeéMoro Meroja OblIa JIOKa3aHa
9KCHEPUMEHTAIBHBIMA HUCCIIEIOBAHHUSIMH, TPOBEIEHHBI-
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MU Ha MHOXXECTBE KOHTPOJIbHBIX H300pakeHuid. Cxoj-
CTBO CpaBHMBACMbIX, HCXOJHBIX M H300paKeHUIl CO
BCTPOCHHOHM HMH(MOpMAIel MOATBEPKAATIOCh METOAaMHU
RSNR u rucrorpamm.

Bbicokne 3HaueHHMs BH3yaJbHOTO KadecTBa H300-
pakeHUI He MEHSIINCH B 3aBUCHUMOCTH OT 00BEMa BHEH-
pPeHHA U BHIA KOHTPOJBHBIX M300pakeHmid. M3 cka3zaH-
HOTO BBIIIE MOXKHO 3aKJIFOYUTh, YTO MPEATaraeMblii HAMH
PEBEPCUBHBIN METOJ COKPHITHS WHPOPMAUU 00eCTIedn-
BacT Jydllee BHU3YaJIbHOE KaueCTBO M300pa)xeHHUs cO
BCTPOCHHOM HH(popManueit u 60jee BEICOKHH 00bEM COK-
PBITOI! 1aThI IO CPABHEHHUIO C IPYTUMH IIPUBEAEHHBIMU B
JIuTepaType.

Referencs

[1] Ahmad AM, Ali AH, Mahmoud F. An improved capacity
data hiding technique based on image interpolation.
Multimed Tools Appl 2019; 78(6): 7181-7205.

[2] Jung KH, Yoo KY. Data hiding method using image inter-
polation. Comput Stand Interfaces 2009; 31(2): 465-470.

[3] Lee C-F, Huang Y-L. An efficient image interpolation in-
creasing payload in reversible data hiding. Expert Syst
Appl 2012; 39(8): 6712-6719.

[4] Jana B. High payload reversible data hiding scheme using
weighted matrix. Optik 2016; 127(3): 3347-3358.

[5] Sabeen PV, Sajila MK, Bindiya MV. A two stage data hid-
ing scheme with high capacity based on
interpolation and  difference  expansion. Procedia
Technology 2016; 24(2): 1311-1316.

[6] Chen Y-q, Sun W-j, Li L-y, Chang C-C, Wang X. An eff-
cient general data hiding scheme based on image. J Inf
Secur Appl 2020; 54(4): 214-228.

[7] Witten IH, Neal RM, Cleary JG. Arithmetic coding for da-
ta compression. Common ACM 1987; 30(6): 520-540.

[8] Abbas C, Joan C, Kevi C, Paul K. Digital image steganogra-
phy: Survey and analysis of current methods. Signal Process
2010; 90(3): 727-752. DOL: 10.1016/j.sigpro.2009.08.010.

[9] Mehdi H, Ainuddin WAW, Yamani IBI, Jung KH. Image
steganography in spatial domain: A survey. Signal Process
Image Commun 2018; 65: 46-66. DOLI:
10.1016/j.image.2018.03.012.

[10] Sabeen GPV, Judy MV. A secure framework for remote
diagnosis in health care: A high capacity reversible data
hiding technique for medical images. Comput Electr Eng
2020; 89(25): 300-314.

[11] Niels P, Peter H. Hide and Seek: an introduction to ste-
ganography. IEEE Secur Priv 2003; 99(5): 32-44.

[12] Kriti DN, Dabahdeh DS. A survey on image steganography &
its techniques in spatial & frequency domain. Int J Recent
Innov Trends Comput Commun 2014; 3(2): 776-779.

[13] Bin Li, Janhui H, Jiwu H, Yun QS. A Survey on Image
Steganography and steqanalysis. J Inf Hiding Multimedia
Signal Process 2011; 2(2): 142-172.

[14] Nazinder K, Amanjot K. Art of steganography. Int J Adv
Trends Comput Appl 2017; 4(2): 30-33.

[15] Neil FJ, Stefan CK. A survey of steganography techniques.
In Book: Katzenbeisser S, Petitcolas FA, eds. Information
hiding techniques for steganography and digital water-
marking. Ch 3. Norwood: Artech House Inc; 1999: 43-78.

[16] Naghiyeva A, Akbarzadeh K, Verdiyev S. New steganog-
raphy method of reversible data hiding with priority to vis-
ual quality of image. 2nd Int Conf on Advances in Compu-
ting, Communication, Embedded and Secure Systems
(ACCESS) 2021: 329-333.

[17] Chen Y, Sun W, Li L, Chang C, Wang X. An efficient
general data hiding scheme based on image interpolation. J
Inf Secur Appl 2020; 54(6): 271-350.

[18] Malik A, Sikka G, Verma HK. Image Interpolation based
hight capacity reversible data hiding scheme. Multimed
Tools Appl 2017; 76(22): 24107-24123.

Ceedenusn 06 asmopax

Harunesa A6adua ®@axpaaaus rei3el, 1993 roxa poxxnenus, B 2014-M roxy okoHumna AsepOaipkaHCKUI rocy-
JIApCTBEHHBIN arpapHbIil YHHBEPCHUTET I10 CIIEIHANBbHOCTH «MHKeHepHst HHOPMAIIMOHHBIX TEXHOJIOTHI U cucteM. SIB-
JSIETCsl JOKTOPAHTOM Kadepbl KOMITBIOTEPHOI MHXKCHEPHUH W TEIEKOMMYHHUKAIMN A3epOaiPkaHCKOTO TeXHOJIOTHYE-
ckoro yHuBepcutera. O0acTb HayYHBIX HHTEPECOB: 3alnTa HH(GopManuu, creraHorpadusi.

E-mail: nagivevaababillwgmail.com .

Bepaues Cakut I'am6aii orabr, 1945 roga poxaenns, okoHuni1 A3epOaiipkaHCKUH rocyAapcTBEHHBIN arpap-
HBI YHMBEPCUTET MO CIEUHAIBHOCTH «dnekTpudukanus c/x». Paboraer 3aB. kadeapoil KOMIIBIOTEPHOH HHKEHE-
pHUU U TeJIEKOMMYHHMKanK A3epOali/p)kaHCKOTO TEXHOJOTH4YecKoro yHuBepcutera. O01acTh HayuYHBIX HHTEPECOB,
3amuTa nHGopmannu, creranorpadus. E-mail: info_tel@inbox.ru .

I'PHTH: 81.93.29
Tocmynuna 6 peoaxyuio 30 urons 2021 e. OxonuamenvHuiii éapuanm — 17 mapma 2022 e.

472

Computer Optics, 2022, Vol. 46(3) DOI: 10.18287/2412-6179-CO-1019



Reversible steganographic method
of hiding information based on image interpolation

A.F. Naghiyeva', S.G.Verdiyev!
! Azerbaijan Technological University, AZ2011, Azerbaijan, Ganja, Khatai ave., 103

Abstract

When information is exchanged through open communication networks, there is a possibility
of third-party interception. Various methods of data protection have been developed and applied to
eliminate this flaw. In this work, a task of developing a new reversible steganographic method of
concealing information based on interpolation of an image is set and solved. The developed algo-
rithm has a higher payload of secret information while preserving the high visual quality of the
stego image. Results of the pilot studies confirm this and are presented in this article.

Keywords: information security, steganography, image interpolation, data hiding, high capacity
of embedding.
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