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Abstract 

Adversarial examples, in the context of computer vision, are inputs deliberately crafted to 
deceive or mislead artificial neural networks. These examples exploit vulnerabilities in neural 
networks, resulting in minimal alterations to the original input that are imperceptible by humans 
but can significantly impact the network’s output. In this paper, we present a thorough survey of 
research on adversarial examples, with a primary focus on their impact on neural network 
classifiers. We closely examine the theoretical capabilities and limitations of artificial neural 
networks. After that, we explore the discovery and evolution of adversarial examples, starting 
from basic gradient-based techniques and progressing toward the recent trend of employing 
generative neural networks for this purpose. We discuss the limited effectiveness of existing 
countermeasures against adversarial examples. Furthermore, we emphasize that the adversarial 
examples originate the misalignment between human and neural network decision-making 
processes. That can be attributed to the current methodology for training neural networks. We also 
argue that the commonly used term “attack on neural networks” is misleading when discussing 
adversarial deep learning. Through this paper, our objective is to provide a comprehensive 
overview of adversarial examples and inspire further researchers to develop more robust neural 
networks. Such networks will align better with human decision-making processes and enhance the 
security and reliability of computer vision systems in practical applications. 
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Introduction 

In recent years deep neural networks (DNNs) have 
become an essential tool for many computer vision (CV) 
tasks, such as image recognition [1], matching [2], 
semantic segmentation [3], object detection [4], object 
localization [5], and many others. They are widely used 
in complex software applications, including but not 
limited to person re-identification [6], document 
recognition [7, 8], and autonomous driving systems [9]. 
Such systems often process private information and 
significantly affect people, so their security is essential. 

Unfortunately, DNNs are not ideal tools. They have 
limitations that can be exploited to influence their 
behavior. For example, adding a small specifically 
generated perturbation to an image can lead to 
misclassification of this image, even if this perturbation is 
invisible to the human eye [10]. Over the last decade, the 
methods for generating such perturbations have evolved 
greatly, and many applications have been suggested. 
Deliberately prepared and printed stickers in real-world 
scenes can fool neural network classifiers [11]. Special 
make-up [12], make-up-like image transformations [13], 
different types of masks [14], and even special infrared 

lighting devices [15] have been proposed to evade facial 
recognition systems. Clothing with computer-generated 
prints [16] and patches [17] can also be used to evade 
surveillance systems. Even shadows of specific shapes 
cast on physical objects may lead to its missrecognition 
[18]. Figure 1 presents some of the above examples. 

Moreover, information about the architecture and 
parameters of DNNs has significant commercial value. 
This information can be reverse-engineered and stolen if 
an adversary has physical access to the hardware on 
which a neural network is deployed [19, 20, 21]. 
Furthermore, if a malicious party has access to the 
training data (even to a small part of it), they can poison it 
by inserting specific examples [22]. Training on poisoned 
data is dangerous because the resulting DNN may have 
backdoors [23] or may not work correctly for certain 
inputs [24]. Finally, data privacy is also a substantial risk, 
as the training data can be successfully retrieved from a 
DNN during its inference [25] or distributed training [26]. 

All the threats to DNNs are usually referred to as 
adversarial deep learning or adversarial attacks on 
DNNs. The exploitation of neural network vulnerabilities 
has become a growing concern in recent years, with an 
increasing number of approaches and methods developed 
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for this purpose. In a comprehensive survey of adversarial 
attacks in computer vision published in 2018, 12 different 
attacks were identified [27]. However, a more recent 
survey from 2021 has already identified 33 distinct 
attacks [28], while a 2022 paper has organized over 50 
attacks according to their taxonomy [29]. This taxonomy 

is complex and rapidly evolving, as new methods for 
attacking deep neural networks are constantly being 
proposed. In response, a variety of defenses have been 
developed, with the 2021 study citing over 60 defenses 
[28], which can be roughly divided into two types: 
heuristic and provable (certified) [30]. 

 
Fig. 1. Images that “fool” a neural network. Left image: digital perturbations, that make DNN recognize all the images as an 

“ostrich” from study [10]. Middle image: “invisibility” sweatshirt from study [16], which makes a person in front undetectable by 
DNN (in contrast to all the other people). Right image: shadow of a specific shape makes DNN misinterpret the speed limit as 35 

instead of 25 as described in study [18] 

Heuristic defenses are various techniques aimed at 
preventing certain types of adversarial attacks (e.g. by 
including adversarial samples into dataset [31], or adding 
random noise before each layer of a network [32]). 
Unfortunately, any heuristic defense that performs well 
against specific attacks can be easily broken by others [33]. 

On the other hand, provable defenses guarantee that if 
an input permutation is small enough, the result will not 
change dramatically. Still, such defenses have several 
major disadvantages: decreasing DNN quality [34], being 
computationally challenging, and only guaranteeing 
robustness to small perturbations under predefined 
metrics, while attacks use many different metrics [30]. 
All in all, the race between adversarial attacks and 
defenses is far from being over. 

Apart from CV tasks adversarial deep learning may 
be used to temper with speech recognition [35], text 
analysis [36], reinforcement learning [37], instruction 
detection in Internet of Things (IoT) systems [38] and any 
other area where DNNs are applied. However, each area 
has its own specifics, and in this work, we will mainly 
consider image classification. 

In this article, we try to take a broader view of the 
problem of adversarial attacks. We argue that the term 
“attack” is misleading. When one considers the 
vulnerability of neural networks to various kinds of 
adversarial perturbations (inputs generated to attack 
DNNs), he is generally facing the problem of a neural 
network being undertrained or incorrectly trained to solve 
a particular task. The fact that human perception is not 
affected by adversarial perturbations proves that the 
corresponding recognition task can be solved correctly. 
Thus, there exists a certain function that maps the input to 
the correct output, and this function is not affected by 

adversarial perturbations. Neural networks, as universal 
approximators, can theoretically approximate this 
function to any desired degree of accuracy [39]. 
However, as we can see from the DNNs used in practice, 
they do not. The main problem is that the correct function 
is not known. The network learns it from the training 
data, according to some algorithm. And that is why there 
is a possibility of adversarial deep learning. 

There are many other recent surveys dedicated to 
adversarial examples [40, 28, 29, 41, 42]. Their authors try 
to present the entire variety of techniques for generating 
such examples, provide new taxonomy, or explore all the 
possible applications. In this work, we are not repeating 
them. Instead, we focus on a deeper understanding of 
adversarial examples. We mainly consider the image 
classification task and investigate it in detail. 

Starting from the definition of an artificial neural 
network and determining its theoretical strength and 
drawbacks (Section 1) we move to the discovery of 
adversarial perturbation (Section 2). We provide a 
detailed description of the most remarkable methods for 
generating such perturbations and present their visual 
comparison (Section 2.1); demonstrate that perturbations 
can be generated even without full access to a neural 
network or its input (i.e. in black-box settings) and that 
they transfer between different networks (Section 2.2); 
and an overview of the most recent trends in applying 
specifically trained neural networks to generate almost 
imperceptible adversarial examples (Section 2.3). Then, 
we review the existing countermeasures namely heuristic 
(Section 3.1) and certified (Section 3.2) defenses against 
adversarial examples, and confirm that they are 
insufficient to fully prevent neural networks from being 
“fooled”. Finally, in Section 4 we reflect on the previous 
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sections and attempt to take a broader look at the 
phenomenon of adversarial examples. We show how it 
originates from the misalignment of inductive bias of 
neural networks and human perception, argue why calling 
adversarial examples “attacks” is misleading, and 
determine future directions of research toward training 
robust and secure neural networks. 

1. What a neural network is? 

To better comprehend the mechanism of adversarial 
attacks on DNNs and defenses against them, we first need 
to understand what a neural network is and how it 
operates. That is why, in this section, we will review the 
main theoretical concepts related to DNNs. We will begin 
with a brief overview of neural network elements such as 
neurons and layers. Then, we will discuss the training 
procedure and the backpropagation algorithm, which is 
de facto the main tool for modern neural network 
training. After that, we will present the theoretical 
background regarding the ability of neural networks to 
solve tasks. Finally, we will consider difficulties that 
arise during neural network training and ways to 
overcome them. We will also recall an important concept 
of inductive bias in neural network architectures. 

1.1. What a neural network consists of 

First artificial neural networks were inspired by their 
biological counterparts. Their developers (e.g. McCulloch 
and Pitts [43], or Rosenblatt [44]) built a mathematical 
model of such neurons. Those neurons were able to react 
to the input signal by switching states from “not active” 
to “active”. Stacked together multiple neurons formed a 
network. Those models allowed for impressive theoretical 
and practical results for their time (the 50-th – 70-th years 
of the 20-th century). However as time passed and the 
model evolved and now, when we are speaking about a 
neuron of an artificial neural network (ANN) we are 
usually considering the following function: 

= ( ),i i
i

y w x b   (1) 

where x is an input of a neuron, w is a vector of weights 
(trainable parameters of a neuron), b is called bias and it 
is also a trainable parameter,  is non-linear (usually 
differentiable or piecewise differentiable) function and y 
is an output. That neuron can be represented as 
demonstrated in Figure 2. The values of x, w, and b are 
usually considered to be real, represented by floating-
point types on computing devices. However, for the sake 
of computational efficiency, they can be integer as well 
[45]. Of course, that is not the only possible type of 
neuron. For example, in recent years several 
multiplication-free neurons have been proposed [46, 47]. 

ANN is a structure, that consists of neurons, which we 
described above. The output of a neuron is passed to 
another neuron or is used as an output of a network. Thus, 
a neural network can be viewed as a computing graph, 

where each node is a neuron. However, that 
representation is not very convenient. Usually, 
researchers work with layers of neurons. A layer is a set 
of neurons with the same input, which are not connected 
to each other. So, a layer can be viewed as a function that 
maps an input vector to an output vector. It is usually 
considered, that all the neurons in a layer have the same 
non-linear function  (also known as activation function). 
Then, if all neurons of a layer have the connections to all 
the inputs, such layer is called fully-connected and can be 
computed as:  

= ( ),j ji i j
i

y w x b   (2) 

where the notation is the same as in (1), except that w  is 
now a matrix of weights and b is a bias vector. As we can 
see from (2), a fully connected layer can be interpreted as 
two vector transformations: the first consists of matrix-to-
vector multiplication and vector-to-vector addition, and 
the second is element-wise non-linear activation. So, a 
fully-connected layer can be viewed as two sequentially 
connected layers: the first performing matrix 
multiplication and addition, the second – computing 
activation function (see Figure 3). 

 
Fig. 2. An artificial neuron, as a mapping function of a vector x 

to a number y 

 
Fig. 3. A fully-connected layer of a neural network interpreted 

as Linear and Activation layers 

Thus, a neural network can be viewed as a computing 
graph, where each node takes a vector (or several vectors) 
as an input, and outputs another vector (or several 
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vectors). This interpretation is used in popular neural-
network frameworks like PyTorch [48] and Keras [49]. 

One of the simplest architectures of an artificial neural 
network is Multilayer perceptron (MLP). MLP consists 
of several fully-connected layers, which are sequentially 
stacked together (see Figure 4). MLP is one of the first 
ANN models, known since Rosenblatt [44], yet it is 
universal in a sense, that all feedforward neural networks 
(i.e. networks, where connections between neurons do not 
form a cycle) can be represented as MLP. Up to this day, 
MLP remains the main object of study in theoretical 
works (e.g. convergence of training [50, 51], scaling laws 
[52] and generalization bounds [53]) as well as empirical 
studies of the general properties of neural networks [54]. 

   
Fig. 4. An example of a multilayer perceptron. Circles denote 

neurons, and arrows – connections 

More complex ANN architectures of neural networks 
were developed to solve difficult tasks like image 
recognition. We will describe some of them later in this 
article. 

1.2. How a neural network works 

Let us consider what ANN (particularly MLP) is from 
a mathematical point of view. The MLP consists of 
layers, which consist of neurons, which compute input 
transformations according to equation (1). Each layer has 
trainable parameters: weights (w), and biases (b) shown 
in equation (2). These parameters are adjusted when a 
network learns to solve a particular task. This process is 
called training. On the contrary, the number of layers and 
the number of neurons in each layer are hyper-
parameters of MLP. They are usually selected and fixed 
prior to training. In more complex neural networks there 
may be more hyper-parameters, i.e. non-trainable values 
that determine network structure or behaviour. 

Thus, ANN is a specific parametric vector function of 
many variables, and its training is just an optimization of 
some function, that measures how well the network 
solves its task, using the current set of parameters. This 
function is called loss-function. Its computation usually 
requires knowledge of correct answers for a given input. 

The set of pairs of inputs and correct outputs is called 
training set D = {(Xi, yi)}i=1…N. During training ANN (let 
us call it F), computes the outputs (predictions) for 
inputs in a training set, given the current value of 
parameters , and the loss function L measures the 
inaccuracy of the prediction. To train a network is to 
choose parameters that minimize  

( ( ), ) ,minL F X y


  (3) 

for all samples (X, y) of a training set D. Usually, the loss 
function over a dataset is considered to be a sum (or an 
average) of the loss functions over particular points of the 
dataset, and then the training can be defined as an 
optimization problem:  

*

=1

= argmin ( ( ( ), )).
N

i i
i

L F X y    (4) 

F* is called trained neural network. It can be used to 
make a prediction. If a network is well-trained, its 
prediction will be accurate even on samples, that do not 
belong to the training set, but belong to the same 
distribution. 

Now the question arises: how to solve (4) and train a 
neural network? Since this is a very high dimensional 
(modern neural networks contain up to billions of 
parameters) non-convex optimization problem, the exact 
solution is unknown. Yet there exist many methods to 
achieve sub-optimal solutions from evolutionary 
algorithms [55] to searching for high-quality sub-network 
in a randomly initialized neural network without any 
change of parameters (except for those that are zeroed-
out by sub-network extraction) [56]. However, the main 
tools for training DNNs are methods based on stochastic 
gradient descent, which rely on the backpropogation 
algorithm [57]. 

The backpropagation algorithm is a method of 
computing gradients of loss function w.r.t. parameters of 
a neural network. It is based on Leibniz’s chain rule for 
computing the derivatives of the composition of 
functions. It is applied as follows: first, the gradient of a 
loss function w.r.t. to the output of a layer is computed, 
then the gradient of a layer second to last, based on the 
gradient of the last layer, and so on (hence the name 
backpropagation). 

Using the backpropagation we can compute the 
gradient for any given input. Thus we can use stochastic 
gradient descent to iteratively search for the minimum of 
a loss function (3). Of course, because DNN training is a 
nonconvex optimization problem, convergence to the 
global minimum is not guaranteed. Despite that, gradient 
descent-based methods have proven to be a good 
practical tool, especially the variations with momentum 
(heavy ball method) [57], and adaptive learning rate 
(gradient step size) like AdaGrad [58], RMSProp [59], 
and Adam [60] algorithms. 

1.3. Why a neural network works 

From the previous sections, we can conclude that a 
neural network is a parametric machine learning model. 
Given a training set, a loss function, and a training 
procedure this model can learn to solve a task. But the 
theoretical question remains open: can it solve any task or 
are there any principal limitations? 
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Universal approximation theorems answer this 
question. The first versions of such theorems for MLPs 
were independently proven in 1989 by G. Cybenko [61] 
and K. Hornik [39]. But before describing them let us 
first consider the earlier fundamental result: 
Kolmogorov’s representation theorem [62]. 

Theorem 1 (Kolmogorov's representation theorem) 
For any integer n  2, there exist a set of real-valued 
continuous functions pq(x) with domain [0, 1], such as 
that for any real-valued continuous function f (x1, …, xn) 
with cube domain [0, 1]n can be represented as: 

2 1

1
=1 =1

( ,..., ) = ( ( )),
n n

pq
n q p

q p

f x x x


    (5) 

where functions q ( y) are real-valued continuous 
functions.  

The equation (5) can be interpreted as a 3-layer neural 
network where all weights are either 1 or 0 (if there is no 
connection), and each neuron has its own activation 
function (see Figure 5). This network has a fixed number 
of neurons, and this number grows rapidly (as O(n 2)) 
with an increase of input dimensions n. Also, since 
functions pq do not depend on the function f, we can 
simply add new neurons to the second and third layers to 
increase the number of output dimensions (make f a 
vector-function), without changing the first layer. 

 
Fig. 5. Kolmogorov’s representation theorem for a 2-variable 

(n = 2) function interpreted as a neural network 

Kolmogorov’s theorem of representation has one 
significant disadvantage: it describes a network, where 
each neuron has its own activation function. In real 
ANNs, those functions are usually the same (at least for 
the neurons of the same layer). That was empathised in 
works of G. Cybenko [61] and K. Hornik [39]. They 

proved that shallow (few-layer) MLPs with sigmoid-like 
functions can work as universal approximators. Let us 
present the theorem proposed by Cybenko. 

Theorem 2 (Cybenko's universal approximation 
theorem) Let  be any continuous sigmoidal function. 
Then for any  > 0, there is a finite sum of the form  

=1

( ) = ( ),
N

j j j
j

G x a y x b   (6) 

so that for any f  C(In) 

| ( ) ( ) |< for all .nG x f x x I    

Also, for any  > 0 and description function f, there is 
a finite sum of the above form and a set D  In so that 
m(D)  1 –  and 

| ( ) ( ) |< for all .G x f x x D    

In the formulation of the above theorem sigmoidal are 
continuous real-valued functions of a single real 
argument such as that: 

1 as ,
( )

0 as ,

t
t

t


    

 

In denotes unit cube [0, 1]n, C(In) is a set of continuous 
functions on that unit cube, description function is such 
function that enumerates partitions of In 
(In = P1P2…Pk, and f (x) = j  xPj), a, b and y are 
real-valued parameters of neural network. 

We can see from Cybenko’s theorem for a given class 
of activation functions, 2-layered MLPs can serve as 
universal approximators of any continuous or partially-
constant function (or Borrel measurable functions [39]). 
Later K. Hornik obtained a similar result for arbitrary 
bounded and non-constant activation functions [63]. 

The early theoretical work was focused on the 
shallow (few-layer) MLP-s, while in practice DNNs have 
multiple layers, and different architectures (the manners 
in which layers are connected). So, recently similar 
approximation theorems were proven for residual neural 
networks [64], and for MLPs, where the number of 
neurons in each layer does not exceed the maximum 
between the length of the input and the output of a 
network [65]. 

From the above theorems, we can conclude that,  
Corollary 1 With enough neurons (i.e. large enough 

depth or width, i.e. neurons per layer) a neural network 
can approximate any (reasonable) function to any degree 
of accuracy.  

That is a fundamental property of ANNs, which 
explains why they can be used in a wide range of tasks. 

1.4. Why a neural network does not work 

From the previous sections, we have learned how to 
construct a neural network called MLP, and how to train 
it. We discussed that it can theoretically approximate any 
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given function, and thus correctly solve any task for 
which there exists a deterministic solution. However, as 
we will show in Sections 2 and 3 a neural network 
sometimes performs unexpectedly, and even a small 
change in a network’s input can lead to a significant 
change of an output (even though should not, from a 
human point of view). That small change of an input is 
called adversarial perturbation and the methods, that are 
used to generate such perturbations are called adversarial 
deep learning. 

But before considering the complex phenomenon of 
adversarial deep learning let us present other problems 
that an ANN may face. 

In 1989, long before the recent growth of the 
popularity of neural networks, in a work, that proved one 
formulation of the universal approximation theorem K. 
Hornik stated, that "... standard multilayer feedforward 
networks are capable of approximating any measurable 
function to any desired degree of accuracy, in a very 
specific and satisfying sense. We have thus established 
that such “mapping” networks are universal 
approximators. This implies that any lack of success in 
applications must arise from inadequate learning, 
insufficient numbers of hidden units, or the lack of a 
deterministic relationship between input and target" [39]. 
In case of a lack of deterministic relationship between 
input and target, there is no algorithm that can map them, 
so it is not surprising that neural networks can not. We 
will not consider such a case. 

The lack of hidden units (neurons), which was a 
problem at the end of the 20th century because of the 
limited computational capabilities of computers of that 
time, has been overcome by technical progress. For 
example, networks with 70 billion parameters are now 
feasible and applied to tasks like language modelling 
[66]. In the case of modern neural networks, 
computational complexity limitations exist only if such 
networks are applied in real-time systems and/or on 
resource-constrained devices (e.g. smartphones and 
embedded devices) [67]. 

The only remaining issue is inadequate learning. This 
is a complex problem that has many manifestations with 
respect to neural networks. Some of the learning 
limitations are common for all machine learning (ML) 
algorithms, some are specific to ANNs. Let us describe 
the most important ones. 

1.4.1. Overfitting 

The first and one of the most well-studied drawbacks 
of the ANNs is overfitting [68]. It is a general flaw of 
many ML algorithms, which arises from the minimization 
of error on the training set according to equation (4). 

Let us consider a network trained to classify objects 
using the gradient descent method and cross-entropy loss 
(or similar loss function). It will learn to assign higher 
class probabilities to the correct classes according to the 
training set. After that a network can be used on arbitrary 
input, and the class with the highest probability is an 
answer of a network for this input. If we take two inputs, 
for which a network predicts different classes, and 
gradually “move” (interpolate) the input from one point 
to another, we will see that at some point the decision of a 
neural network changes. All the points at which the 
answer of a classifying network changes are called 
decision boundary. It is important to understand, that 
simple loss functions (like cross-entropy loss) do not give 
any guarantees on how this boundary will form. Thus, it 
is possible, that despite correct answers for the points of 
the training set, a neural network will predictions will not 
be useful for any other inputs (see Figure 6). This 
phenomenon is called overfiting, and it can usually be 
noticed by performing test runs of a network on a part of 
the dataset that was not used in the training (test set). 
When the quality of a network on the test set is 
significantly lower than on the training set – the network 
is overfitted. If a neural network has some adjustable 
hyper-parameters, the initial training set can be split into 
two parts. The first part is used for training, the second 
(validation set) – for unbiased quality validation and 
hyper-parameter estimation [69]. 

 
Fig. 6. Examples of overfitted (left and right) and not overfitted (middle) classifiers on the same training set 

Methods aimed at preventing the model from 
overfitting can be divided into two categories: those that 
change the model and those that change the training 
process [70]. The first category includes pruning, model 
construction, and network architecture search. The 
pruning [71] is removing excess neurons from a network, 
thus simplifying it, making the decision boundary simpler 
and the network less prone to overfitting. Model 
construction is a less popular method. This is the opposite 
of pruning: it starts with an underparametrized (too 
simple) neural network and then adds neurons to it until 

the result has a satisfying quality. The intuition here is 
that the result is not overparameterized and thus not 
overfitted. Network architecture search (NAS) combines 
different techniques for automated network architecture 
selection with minimal human interaction [72]. The NAS 
aims to find the best model for solving a given task under 
the constraints of a computational budget. Therefore, if 
the validation set is used to evaluate quality during an 
architecture search, it may reduce overfitting. NAS 
techniques vary greatly. Simple ones are based on 
reinforcement learning [73] or evolution algorithms [74]. 
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Unfortunately, they involve a lot of re-training of neural 
networks with different architectures during the search. It 
makes such methods very computationally demanding. 
More advanced NAS techniques leverage modular 
network structures [75], differentiable search [76], and 
other approaches that make NAS more feasible. 
Currently, NAS is in its early stages of development [72], 
and its goal – completely human-free optimal network 
architecture selection – is far from being reached. 

There are other methods to constrain a given neural 
network, make it more robust and less prone to 
overfitting, and only change the training process (not 
affecting model architecture or inference). These methods 
are called regularization [68]. 

They apply one (or several) of the following methods: 
• Modify input data in some way, enlarging and 
enhancing the training set. For example, in the case of 
image classification, it can be simple augmentation 
(like translation, rotation, or cropping of an input 
image) or more advanced methods like CutMix [77] 
and AugMix [78].  
• Modify internal representation (input of internal 
layers of a network) to enhance the robustness of a 
network. Probably the most well-known method in 
this category is dropout regularization [79]. At every 
forward pass during training, it removes some 
neurons (zeroing out the values in the input vector), 
thus ensuring that a network learns multiple different 
features. There are many advanced variants of 
dropout, for instance, DropBlock [80] and LocalDrop 
[81]. The internal representation can be changed in a 
more complex way; for example, Manifold mixup 
[82] fuses the representations of different input 
samples.  
• Modify labels. For example, neural network 
classifiers usually apply one-hot encoding of a label. 
However, this encoding can be replaced by a 
smoother one to prevent network overconfidence and 
overfitting. This smoothing can be simply uniform 
[83] or more complex, such as structural label 
smoothing [84].  
• Modify loss function. Additional penalties, such as 
weighted l1 of l2 norms of the network’s parameters, can 
be added to a loss function to make the network 
parameter distribution more sparse (l1 norm) or more 
dense (l2 norm) [85]. By constraining the parameters of a 
network, the parameter penalty (also known as weight 
decay) makes a network less prone to overfitting.  
Various regularization techniques can often 

successfully reduce network overfitting, thus increasing 
the network quality on the test set. Still, there is no 
universal regularization protocol that would be suitable 
for all networks and all tasks [68]. 

1.4.2. Underfitting 

Underfitting is the opposite of overfitting. It is a 
phenomenon that happens when an ML model is not able 

to capture the correct relation between the input and the 
output. That can be caused by the insignificant model 
complexity (i.e. incorrect selection of a model for the 
task), or too strong model regularization [85]. 

The common solution to the underfitting problem is to 
use more complex models (e.g. neural networks with 
more layers and trainable parameters) or to soften the 
regularization constraints. 

1.4.3. Curse of dimensionality 

“Curse of dimensionality” is rather a vague term that 
refers to the problems that arise when processing high-
dimensional data and which do not exist in lower 
dimensions. These problems include the peaking 
phenomenon, distance problems, and data sparsity. 

The peaking phenomenon is as follows: when training 
an ML model on a finite set of data, with an increase in 
the data dimensions (number of features), the quality of 
the model starts decreasing (instead of increasing). This 
means that more data features “confuses” the model and 
it struggles to find underlying dependency. However, 
recent studies indicate that the peaking phenomenon may 
occur (or not occur) in different ways, depending on the 
cumulative efficacy of additional data dimensions [86]. 
Neural networks can often avoid peaking phenomenon 
[87]. In addition, increasing the size of the dataset may 
help to overcome this limitation. Therefore, this particular 
variant of the “curse of dimensionality” is not crucial for 
modern neural networks. 

Moreover, in high-dimensional spaces, for many 
reasonable distributions of the points of the dataset, the 
variance of distances between the points of the dataset is 
low [88]. This means that the distance between any two 
points of the dataset becomes closer to the average value 
as the number of data dimensions increases. This makes 
the nearest neighbor search overcomplicated in high 
dimensions [88]. Although neural networks usually do 
not rely on nearest neighbors search, this may become a 
problem for metric neural networks, or for anomaly 
search [89]. 

Probably the most essential problem for neural 
network learning is the sparsity of a dataset in the case of 
high-dimensional data (like images and videos). That is 
why adversarial perturbations (small changes in the input 
that significantly affect the output) are possible [90]. 

1.4.4. Vanishing gradients 

Apart from general machine learning limitations, 
neural network have their unique ones. One of them is the 
vanishing gradient problem, which arises from the very 
nature of backpropagation. It happens in some (especially 
very deep neural networks with saturated activation 
functions) when the gradient values become too small 
and gradually diminish as they propagate backward 
through the layers of the network [91]. This prevents the 
network from effectively updating its weights and can 
even halt the training process. 
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Many approaches attempt to mitigate vanishing 
gradient problems, including ReLU-like functions, batch 
normalization, residual connections, and gradient 
magnification. ReLU and other similar functions [92] are 
only constrained from one side or not constrained at all; 
thus, gradients do not become too low when activation 
saturates [93]. Batch normalization [94] normalizes the 
input data during each training iteration. By keeping the 
data within a reasonable range, it helps prevent gradients 
from becoming too small or too large. ResNet 
architectures [95] introduce the concept of residual 
connections. Such connections directly connect 
nonsequential layers. They enable better information flow 
through the network, both in the forward and backward 
direction, and alleviate vanishing gradients problem. A 
similar concept is used in DenseNets [96], where the 
input of a layer is concatenated with the output before 
passing to the next layer. Figure 7 illustrates the data flow 
in the ResNet and DeseNet networks. 

a)  b)  c)  
Fig. 7. Architectural solutions that avoid vanishing gradient 
problems of a standard feed-forward neural network (left). 

ResNet (middle) uses residual connections. DenseNet (right) 
concatenates the input with the output 

Although the above methods mitigate the vanishing 
gradient problem, in general, it remains unsolved and 
constrains a set of neural network architectures that can 
be applied to practical tasks. 

1.4.5. Exploding gradients 

Exploding gradients are the opposite problem that 
arises when the gradients in the backward path become 
too high to maintain numerical stability or do not allow 
for gradient descent convergence. This may occur 
because of a specific network structure or incorrect 
network initialization [97]. 

To mitigate this drawback one may use batch 
normalization, control the network structure, use specific 
initialization techniques, or control the learning rate at the 
first iterations of training [98]. 

1.4.6. Hyper-parameter tuning 

Another significant problem of neural networks is 
hyperparameter selection. ANNs usually have many 
hyper-parameters, including network structure (number 
of trainable parameters, number of layers, connectivity of 
those layers, etc.). The training process itself also has 

hyper-parameters: optimization algorithm (also known as 
optimizer), and parameters of this algorithm, such as 
batch size (number of data samples processed in a single 
iteration of the optimization algorithm) and learning rate 
(multiplier of step size of the optimizer). 

Regarding network structure, NAS is a promising yet 
resource-demanding approach (see Section 1.4.1). 
Optimization algorithms may vary from a simple 
stochastic gradient descent (SGD) to more complex ones 
like Adam [60] and its variations [99]. The choice of the 
best optimizer for a given task is difficult. Sometimes 
simple SGD with momentum and proper training settings 
may outperform more advanced Adam (which is a typical 
default choice) [100]. Moreover, to achieve the best 
quality, the learning rate should differ according to the 
stages of training. State-of-the-art algorithms involve 
“warmup” at a low learning rate at the beginning of 
training, followed by a rapid increase in the learning rate, 
which is then decreased gradually [101]. Strategies with 
multiple increases and decreases in the learning rate are 
also possible and may be applied in some tasks to prevent 
suboptimal convergence of a neural network [102]. 

Of course, there are significantly more obstacles in 
ANN training than those listed above. For example, 
quantized neural networks (networks with integer weights 
and activations) face gradient mismatch problem [103]. 
This is due to the discrepancy between the continuous 
nature of the gradients and the discrete nature of the 
quantized values. Addressing these additional challenges 
is crucial for further advancements in neural network 
training and achieving their full potential in various 
applications. Researchers continue to explore various 
methods and algorithms to pave the way for more robust 
and efficient artificial neural networks. 

1.5. Why there are so many networks 

From Section 1.3 it may seem that a simple MLP (a 
feed-forward network with fully-connected layers) may 
be used as a universal architecture for almost all tasks (or 
at least for those, that can be reformulated as a 
classification). However, in practice, there are many 
different neural networks. Therefore, one may ask: why? 
In this section, we will try to answer this question. 

We have already mentioned above (see Section 1.4.4), 
that some modification to a network structure, like 
residual connections, unconstrained activation functions, 
or batch normalization, may help to avoid the vanishing 
gradient problem. But of course that is not the main 
reason for the existing variety of neural networks. The 
main reason is the variety of tasks they solve. Here we 
come to an important concept of deep learning known as 
inductive bias. 

An inductive bias in machine learning is a set of 
factors that makes the algorithm choose one inductive 
hypothesis over another, other than strict consistency 
with the training data itself [104, 105]. In other words, 
biases are fundamental properties of ML algorithms that 
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allow generalization. The only unbiased ML model is a 
lookup table, which searches for a given input in a 
training set, and if one is found, outputs corresponding 
results [104]. Such a model is practically useless because 
it is unable to produce output for an input, which it has 
not seen in a training set. Therefore, any practical ML 
model, including artificial neural networks, has some sort 
of inductive bias. 

The same inductive biases can be good or bad 
depending on the particular task that a model is trying to 
solve. Let us demonstrate this using a convolutional 
neural network in the image classification task. 

A convolutional neural network contains several 
layers that perform discrete convolution. They are usually 
followed by one or several fully-connected layers that 
produce the desired output (i.e. pseudo-probabilities of 
classes for multi-class classification). The input of a 
convolutional layer is a three-dimensional feature map 
(height, width, and channels), which is convolved with a 
four-dimensional kernel (which can be viewed as a set of 
three-dimensional filters) to produce the output feature 
map. Filters are usually small (1×1, 3×3, or 5×5 
multichannel pixel windows). Therefore, the total number 
of trainable parameters in the convolutional neural 
network is significantly lower than in MLP. For example, 
at the end of the 20-th century, Yann LeCun proposed a 
convolutional network with as few as 60 000 trainable 
parameters, which could successfully recognize 
handwritten digits better than any other classifier of that 
time [106]. Since then convolutional neural networks 
(CNNs) have gone a long way and are widely used in 
many computer vision tasks. 

By applying a convolutional layer, we add the 
following biases to a network: 

1) translation-invariance (because convolution 
operation itself is translation-invariant); 
2) data locality (since convolution operates on a small 
window, it extracts local features of an image, to 
produce a feature map). Those are desired properties 
or explicit inductive bias. However, the same 
operation produces undesired properties or  implicit 
inductive bias. For example, unlike humans, 
convolutional neural networks are prone to recognize 
texture rather than shape [107]. The authors of this 
research avoid this particular drawback with the help 
of specific augmentation of the training set, i.e., with 
other explicit biases introduced directly into the 
training set. Moreover, sensitivity to local features is 
not only a strength but also a weakness of 
convolutional neural networks because they are 
unable to grasp global information. This disadvantage 
can be avoided with the help of global feature map 
transformations, for example, with Fourier [108] or 
Hough [109] transform. 
The inductive bias of convolutional neural networks is 

very strong (meaning that it significantly constrains a 
model). Therefore, recent research has focused on models 

with weaker bias: visual transformers [110] and MLP-
mixers [111]. Such models are less constrained and thus 
have greater generalization capabilities. However, there is 
a price to that potential–they are data-hungry and only 
outperform convolutional networks on very large datasets 
or with the help of specific regularization techniques 
[112] (i.e. additional inductive bias). It is also important 
to remember that visual transformers and MLP-mixers 
have inductive biases of their own [113]. Currently, both 
convolutional and transformer-based networks are 
applied in various computer-vision tasks [114].  

2. Adversarial examples, or how a network hallucinates 

Now that we have reviewed the main concepts, 
strengths, and weaknesses of modern neural networks, let 
us consider one particular drawback in detail: adversarial 
examples. As mentioned above, adversarial examples are 
inputs that confuse a neural network and thus modify its 
behavior in a way that an adversary wants. The process 
of generating adversarial examples is called adversarial 
deep learning. The widely used term adversarial attacks 
is rather misleading in this context because an adversary 
does not influence a neural network directly. He only 
manipulates its inputs to compromise the result and 
somehow influence the system, in which the neural 
network is used (e.g. avoid automatic recognition systems 
[115]). Although we believe that the term attack is 
misleading, it is widely used in literature, so in this paper, 
we will apply it, where necessary, but try not to abuse it. 

Usually, adversary achieves his goals by the addition 
of a relatively small and almost unnoticeable signal [10] 
to the input called adversarial perturbation, by replacing 
part of a signal with adversarial patch [11], or by 
generating a new image that is only similar to the original 
image from a human perspective [116]. 

In this section, we consider different ways to generate 
adversarial examples in detail. We will mainly focus on 
adversarial images, that are used against neural network 
classifiers because that is the original and most developed 
area of adversarial deep learning. However, it is important 
to remember that similar approaches can be used in image 
detection [41], image segmentation [117], audio 
recognition [118] and natural language processing [119]. 

2.1. Generating adversarial examples for a given network 

Let us consider the following situation. An adversary 
has a neural network f, and some image x. The network 
correctly classifies x as belonging to class c. However, an 
adversary wants to find a very similar (from a human 
perspective) image x, such as the neural network either   

• classifies the image x as belonging to the class l  c. 
Then l is called target class, and the process of 
finding such x is called targeted attack on network f.  
• classifies the image x as any other image except for 
c. This is called untargeted attack.  
Both targeted and untreated attacks that aim at fooling a 

neural network are often referred to as “evasion attacks” [40]. 
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In this section, we will consider several classic 
examples of such attacks in detail, to better understand 
how they exploit the vulnerabilities of neural networks. 

2.1.1. First adversarial perturbation 

The rapid development of DNNs in computer vision 
began more than a decade ago when Krizhevsky et al. 
[93] successfully applied the convolutional neural 
network AlexNet to a difficult 1000-class image 
classification problem on ImageNet [120] dataset. Only a 
year later Szegedy et al. [10] demonstrated that such a 
network can be “fooled” using small image perturbations. 
Let us demonstrate how they did it. 

Let f (x) be the network classification result for the 
input image x. Let l  f (x) be a class that the adversary 
wants a network to “see” instead of f (x). The adversary 
wants to find perturbation  such as that f (x + ) = l. The 
input should be valid, so x +  , where N is the 
number of pixels in an image. The adversary also wants 
his perturbation to be small, so he poses the following 
optimization problem: 

• Minimize:  ||||2, subject to   
(a) f (x + ) = l,  
(b) x +   [0, 1]N.  

Because it is difficult to precisely solve this problem, 
the authors propose the following approximation:  

• Minimize:  Lf (x + , l) + , subject to 
(a) x +   [0, 1]N,  

where Lf (x + , l) is a loss function for a network f, with 
input x +  w.r.t. desired class l;  > 0 is the coefficient 
that controls the magnitude of the perturbation. When  is 
low, the algorithm may find a perturbation that 
significantly changes the image. When  is large, the 
perturbations are small, and it may be difficult for the 
algorithm to find an adversarial example. The authors 
apply line-search to find such maximal  that the 
algorithm can actually find such  that f (x + ) = l. 

The solution to the latter problem can be easily 
found using backpropagation and gradient descent. 
Thus, adversarial perturbations are generated. The 
authors demonstrated that these perturbations are small 
and noise-like. 

2.1.2. Fast gradient sign method 

As it turned out, the first method to generate 
adversarial perturbations was not the simplest. A year 
later Goodfellow et al. [121] proposed the Fast Gradient 
Sign Method (FGSM). Using the previous notation, the 
perturbation is computed as follows: 

= sign( ( ( , ))),fx L x c     (7) 

where c is a correct class for x, x̅ is a gradient w.r.t. 
input image (presented as a vector),  is a small enough 
parameter, that controls the perturbation magnitude. 

The FGSM algorithm computes the gradient of a loss 
function in x, thus determining the direction of the most 
rapid increase in this function. It then computes the sign 

of the gradient and multiplies it by . Therefore |||| = , 
meaning that  is such a perturbation that does not change 
the value of each pixel by more than  . This 
perturbation is computed using a single step in the 
gradient of the gradient sign (computed coordinate-wise). 

Despite its simplicity, FGSM is a very efficient tool 
for adversarial deep learning. For example, with 
relatively low  = 0.1 it successfully “fools” convolutional 
neural network, trained on CIFAR-10 datast [121], in 
87 % of cases. I.e. 87 % of images that are correctly 
classified before perturbation is added, are misclassified 
after. This percentage is also known as success rate of an 
attack. 

The algorithm of Szegedy et al. [10] that we have 
described in the previous section (let us call it A) and 
FGSM (let us denote it as B) have several important 
differences. They are as follows: 

• A is iterative and B is single-step. B only requires 
single forward and backward propagation through the 
network to compute. This makes B significantly easier 
to compute. It is especially important for adversarial 
training – a taring procedure that includes both usual 
images from the training set and images with 
adversarial perturbations, to enforce the robustness of a 
network to such perturbations [121]. We will discuss 
adversarial training in detail in Section 3. 
• B specifies the maximal perturbation bounds in 
terms of l norm (parameter ), and A is unbounded. 
However, because A is iterative and includes a 
penalty for the l2 norm of perturbation, this 
perturbation is usually low. 
• Algorithm A requires a specific target class l and 
finds an image that the network confuses with l. So A 
is targeted attack and B is untargeted attack.  
It is relatively easy to reformulate the FGSM in terms 

of targeted attack. Instead of stepping “away” from the 
correct class c, we need to step toward the target class l, 
so equation (7) can be rewritten as follows:  

= sign( ( ( , ))).fx L x l     (8) 

In addition, FGSM can be generalized to Fast 
Gradient Method (FGM), which constrains arbitrary 
vector norms (not l, specifically):  

( ( , ))
= ,

|| ( ( , )) ||
fx

fx

L x c

L x c


  


 (9) 

where |||| denotes specific norm. Such generalizations for 
l1 and l2 norms were introduced in a popular framework 
called “Adversarial Robustness Toolbox” [122]. 

2.1.3. Basic iterative method  
and projected gradient descent 

The Basic Iterative Method [123] (BIM) is a 
straightforward extension of FGSM. It applies FGSM 
multiple times while keeping the perturbation under a 
certain threshold . BIM is formulated as follows:  
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1 ,= Clip ( sign( ( ( , )))),i x i fxx x L x c       (10) 

xi is an adversarial image on the i-th iteration of the 
algorithm (x0 = x); Clipx,(xk) clips the value of its 
argument, such as that ||x – xk|| ;  limits the 
perturbation at each step of this iterative algorithm; in the 
original research  = 1 / 255; the rest is the same as in 
equation (7). 

BIM can “fool” the targeted network more efficiently 
because of its iterative nature. At the same time, BIM 
preserves the important quality of FGSM: it guarantees 
that the perturbation does not exceed the threshold . In 
the original setting, the BIM algorithm is an untargeted 
attack. However, it can be modified to be targeted in the 
same way as FGSM by changing the sign of the gradient 
and the class label to the target label in equation (10) 
(refer to equations (7) and (8) for analogy). 

In their work Madry et al. [31], suggested a more 
general approach to generate adversarial images: 
Projected Gradient Decent (PGD). This is a standard 
convex optimization method, which works the same as 
gradient descent, but projects the vector to a required set 
(in our case, neighborhood of x) after each iteration. 
Using the same notation as in equations (7) and  (10) 
PGD can be formulated as:  

1 ( , )= ( sign( ( ( , )))),i S x i fxx x L x c       (11) 

where П is projection operator to S(x, ), which is 
neighbourhood of x. Usually PGD implements l 1, l 2, or l 
bounded adversary perturbations [122]. 

BIM can be viewed as a special case of PGD with l-
bounded perturbation. Thus, later in this article, we will 
refer to both methods as PGD. 

PGD-based is widely used in ANN robustness 
estimation. Recently, several improved versions of PGD 
have been proposed. For example, AutoPGD [124], 
which accelerates PGD computation using a controlled 
decent step size and an automatic balance between the 
number of iterations in PGD and the number of its 
restarts from different points in the neighborhood of x. 
Another example is the PGD variation, which uses the 
conjugate gradient method to further accelerate and 
improve the convergence of PGD to an adversarial 
example [125]. 

2.1.4. Jacobian saliency map attack  
and single pixel attacks 

All the methods discussed above produce adversarial 
images by small changes of all the pixels in the image by 
a small amount. In contrast, Papernot et al. [126], 
proposed an algorithm that changes only a few pixels. 
This is achieved by computing the Adversarial Saliency 
Maps, which indicate the input features (i.e. pixels of a 
grayscale image, or channels of pixels of the colored 
image), that have the most impact on changing the result 
of classification towards the desired class (i.e. increase 
ANN confidence in the targeted class, while decreasing 

the confidences in all the other classes). This method is 
based on computing the Jacobian of a neural network 
w.r.t its input; therefore, it is known as the Jacobian 
Saliency Map Attack (or JSMA). Let us outline its main 
ideas. 

The method is iterative, in each iteration JSMA, 
computes the forward derivative of its input, then 
searches for two components of input vector x[0, 1]N, 
which are the most relevant to changing the output. This 
is done as follows: 

, {1,..., }, = ( ( , ) ( , )

( ( , ) > 0) ( ( , ) < 0)),

( ) ( )
( , ) = ,

( ) ( )
( , ) = ( ),

i j N

l l

i j

k k

k l i j

i j argmax i j i j

i j i j

F x F x
i j

x x

F x F x
i j

x x





  

   
 

 
 

 
 

 

 (12) 

where Fm(x)Rn is the m-th logit of a neural network 
for input x, that is m-th output of the last layer of the 
neural network, before conversion to pseudo-
probabilities (i.e. before softmax function); l is the 
target class. Basically (i, j) indicates how much the i-
th and the j-th components of x increase networks 
confidence in class l, and – (i, j) indicates how much 
those components decrease the confidence in all the 
other classes. After components i and j are selected the 
algorithm increases xi and yj by  > 0, which is a fixed 
parameter of the algorithm. Note, that it is possible to 
use negative  as well, but it will require some 
modifications in equation (12). 

JSMA applies the iterations described above until the 
network prediction changes to the desired class l, or until 
maximal l 0 norm (number of modified components)  is 
reached. Thus, it is a greedy algorithm. The authors 
mention that they modify two pixels at a time, because 
"selecting pixels one at a time is too strict, and very few 
pixels would meet the heuristic search criteria described 
in equation (12)". So in each iteration, JSMA performs a 
search in a high-dimensional space of (N2 – N) / 2 pairs of 
input features, and after that recomputes the Jacobian. 
That is why this algorithm is time- and resource-
consuming. 

As we mentioned above, JSMA treats each channel of 
the input image separately. So, from its point of view, the 
perturbation of a single channel in three different pixels 
and the perturbation of three channels in the single pixel 
of a colored image are the same in terms of l 0 metric. 
Carlini and Wagner [127] pointed out that it is a rather 
strange threat model. Also, the original JSMA can not 
both increase and decrease components of the input 
vector (because  is either positive or negative). In this 
context, the research of Su et al.[128] is especially 
interesting. Su et al. have demonstrated that it is 
sometimes possible to “fool” a neural network using a 
single perturbed pixel. This is called One Pixel Attack. 
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One Pixel Attack finds the pixel to perturb using 
differential evolution  [129] in a five-dimensional discrete 
search space (red, green, blue channels and x, y 
coordinates). Let us denote the initial candidates as i(0). 
At each iteration of the algorithm, a new generation of 
candidates is computed as follows:  

2 3
1

( ) ( )
( 1) = ( ) ,

2

r r
i r

g g
g g

 
     (13) 

where g is the number of the generation; r1, r2 and r3 are 
three random indexes; r1, r2, and r3 are considered to 
be the parents of i. A child survives for the next 
iteration, if it has a better score in terms of similarity to 
the target class for targeted attacks or dissimilarity to the 
correct class for untargeted attacks. 

It is important to note that, unlike previous methods, this 
particular algorithm does not rely on the gradients of the 
network. Therefore, it can be computed if the adversary only 
has access to the input of a network and its predictions 
(pseudo-probabilities of classes). This makes One Pixel 
Attack a black box attack in contrast to white box attacks, 
which require full access to the ANN. We will discuss 
several black-box algorithms in Section 2.2.2. This method 
was further developed to few-pixel perturbation in [130]. 
However, the search space grows exponentially with an 
increase in the number of pixels, which may prevent 
convergence of the evolution algorithm. 

2.1.5. DeepFool and NewtonFool 

DeepFool [131] is another method that finds minimal 
adversarial perturbations that change the classification 
result of the ANN (i.e. it is an untargeted attack). To that 
end, DeepFool attempts to find the nearest decision 
boundary of the classifier (i.e. the hyperplane in the input 
space, which separates different classes) and project the 
input image to that decision boundary. In the case of a 
two-class affine classifier f a(x) = wx + b (which is also a 
single-layer neural network), the perturbation can be 
analytically computed as follows:  
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For a nonlinear classifier such as a DNN, the same 
result can be achieved iteratively by linearizing the 
function f (x + i) in the neighborhood of x + i:  
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These iterations are repeated until the sign of f (x + i) 
changes, thus achieving another binary classification 
class decision. In the case of multi-class classification, 
the classifier is treated as a set of binary classifiers, and 
the equation (15) is generalized by replacing f (x + i) with 
fc

 (x + i) – fl
 (x + i), where fc is the logit of the correct 

class and fl is the logit of the incorrect class l. The step is 
taken toward the closest incorrect class. 

The authors of DeepFool point out that it can be 
viewed as a generalization of Newton’s iterative 
algorithm for finding the roots of a nonlinear system. 
DeepFool can find adversarial perturbations that are 
smaller than those of FSGM. It also works faster than 
another iterative algorithm of Szegedy et al. [10] because 
DeepFool does not require any hyperparameter search. 

There is another very similar algorithm known as 
NewtonFool [132]. Its key difference is that it aims to 
find the closest decision boundary, not by stepping 
toward an incorrect class, but away from the correct (as in 
FSGM, but using Newton’s algorithm for roots), thus 
further accelerating the computation. 

2.1.6. Carlini and Wagner 

N. Carlini and D. Wagner [127] investigated various 
models of adversarial attacks and a distillation defense 
[133], which used to be a popular countermeasure to 
adversarial deep learning. They proposed new l0, l2, and 
l constrained attacks, that completely break this defense. 
The reasoning leading to choosing the best objective 
function for the attack model as well as a set of practical 
tricks that allow to elevate non-differentiable constraints 
of l0 and l algorithms is fascinating. That is why we 
invite interested readers to familiarize themselves with 
the original research [127]. Here we will briefly outline 
the l2 version of Carlini and Wagner’s attack (we will 
denote it as a C&W attack). 

The adversary wants to solve the box-constrained 
optimization problem of searching the image, that ANN 
misclassifies as a targeted class (C&W attack is a targeted 
one). The formal statement is the same as in Section 
2.1.1. Since this is a hard box-constrained non-
differentiable optimization problem, it is approximate, 
similar to the method of Szegedy et al. [10]. However, 
here the authors use the following objective:  
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where wN is an adjustable parameter, fi (x) is a logit of 
class i, predicted by a network for the input x, l is a target 
class,  and c are parameters of the algorithm. Parameter 
 is set manually, to set confidence with which 
misclassification occurs. Parameter c is either set 
manually [127] or automatically adjusted [122] to be 
small enough so that both terms in the objective (16) are 
minimized simultaneously. 

Function (x) in the objective (16) measures the 
“goodness” of the adversarial image (the lower the 
better), by computing the difference between the current 
best logit of the network, other the l-th, and the l-th logit 
itself. If (x) > 0, the attack fails because there exists a 
class at which the network is more confident than l. The 
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difference between logits is clipped by –  to prevent the 
algorithm from over-tuning to the target class while 
sacrificing the similarity to the source image. This is one 
of the main distinctive features of the C&W attack. Other 
important details include automatic box constraint: 
adversarial image x  (tanh(w) + 1) / 2 is always in the 
range [0, 1] and multiple starting-point gradient descent: 
the algorithm selects multiple random points in the 
neighborhood of x to search for adversarial example, to 
avoid being stuck in a suboptimal point. 

C&W proved to be a very useful tool against many 
adversarial defenses (countermeasures to adversarial 
attacks). The price for its usefulness is computational 
complexity [40]. 

2.1.7. Shadow attack 

All the above methods try to produce a small 
perturbation (measured by l0, l2, or l norms). Thus, if 
there is some guarantee that the given ANN classifier is 
robust against such small perturbation (refer to Section 
3.2 for examples of such certified classifiers), then those 
methods will be unable to find adversarial perturbation. 
The authors of a ShadowAttack [134] point out, that from 
a human perspective, some perturbations may be 
insensible even if they are significant in teams of vector 
norms. They also notice that many l2 norm-based 
perturbations are sensitive to Gaussian smoothing, or the 
addition of Gaussian noise (which is also a smoothing in 
some sense), which allows for countermeasures which 
adopt such strategies (e.g. [135]). 

The Shadow Attack produces perturbations that   
1. is imperceptible to the human eye,  
2. is not sensitive to the added Gaussian nose, thus 
imperceptible to noise-based defenses.  
This is achieved by minimizing the following 

objective:  
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where 
•  is the adversarial perturbation, that we are 
searching for.  
• l is the target class (Shadow Attack is by design 
targeted, but can be generalized to untargeted attack).  
• Lf is a loss function (i.e. cross-entropy), not only 
for a given point x +  but also for its neighborhood; Lf 
is computed by averaging losses for several samples 
acquired by the addition of random Gaussian noise to 
x + .  
• Penalty TV() is anisotropic total variation. It 
enforces perturbation to look smoother and more 
natural to the human eye.  
• Penalty 2

2( ) =|| avg | |, avg | |, avg | |||R G BC      
limits the change in the mean absolute value of each 
color channel of perturbation (R, G, and B. Here |  | 
computes absolute values element-wise and avg() 

computes the average of the vector. C() aims to 
prevent extreme changes in the color balance of the 
input image.  
• Penalty Dissim() = ||(R – G)2

 + (R – B)2 + 

+ (G – B)2||2, is also aimed at preserving the original 
color of the source image. Thus, the image becomes 
lighter or darker (hence the name Shadow Attack), 
and not changing its color.  
•  c,  tv, and  s are floating-point parameters that 
control the relative weight of the components of the 
objective (17). In the original research, they were set 
as follows:  c = 1,  tv = 0.3, and  s = 0.5.  
The images produced by a shadow attack look very 

natural. This method is aimed at fooling the defense 
algorithms by design. This makes the Shadow attack 
almost intractable. The price of this intractability is the 
high computational cost. 

2.1.8. AutoAttack 

As we can see, there are many different methods for 
generating adversarial perturbations. We have only 
mentioned the few most popular ones. For example, 
another recent survey [29] names more than 50 methods. 
Therefore, researchers who want to assess the robustness 
of their model to adversarial examples have difficulty 
choosing the attack method. 

To overcome this challenge AutoAttack was 
proposed [124]. First, the authors improve standard 
PGD [122], which results in the AutoPGD method 
mentioned earlier in Section 2.1.3. Then, they propose 
replacing the standard cross-entropy loss with a 
normalized version of C&W loss (refer to (16)). 
AutoAttack combines AutoPGD a new loss function 
with other methods such as fast adaptive boundary 
attack [136], and square attack [137]. Auto Attack is 
also automatic as it does not require any hyperparameter 
fine-tuning. Therefore, it is a strong and reliable 
baseline for ANN robustness evaluation. 

2.1.9. Illustrations 

It may be hard to understand what an adversarial 
perturbation is without a visual example. That is why we 
illustrate how the above algorithms generate adversarial 
perturbations in practice. We applied them to the well-
known ResNet-50 model [95], trained on ImageNet 
dataset [120] according to the training methodology of 
Torchvision library [138]. In this section, we refer to the 
pseudo-probability of a class, which is predicted by a 
network, as the confidence of a network in this class and 
measure it in percentages. 

We selected two images shown in Figure 8 from the 
validation set of the ImageNet dataset. Both images are 8-
bit RGB images with 224×224 resolution. The network 
correctly classifies them as “Goldfish” with 65.6 % 
confidence, and “American chameleon” with 25.3 % 
confidence (the confidences in other classes are lower). 
We implemented algorithm of Szegedy et al. [10] (refer 
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to Section 2.1.1 for more details) using PyTorch 
framework [48]. For other algorithms, we used 
implementations provided by Adversarial Robustness 
Toolbox library [122]. 

 
Fig. 8. Two selected images from the ImageNet dataset. Left: 

“Goldfish” (with 65% confidence). Right: “American 
chameleon” (with 25% confidence) 

Figure 9 illustrates the results of the algorithm of 
Szegedy et al. [10]. We set the regularization 
parameter  = 1 and performed 100 iterations of the 
gradient descent. The network classifies the modified 
images as “Siamese cat” with 99.9% confidence. As 
we can see from Figure 9, the adversarial perturbations 
are very low and almost unnoticeable at first sight. 
However, adversarial perturbations in this case are 
noise-like and can be noticed in the background. 
Whereas the background in Figure 8 is smooth, in 
Figure 9 it is noisy. If we look closer, we may notice 
that this nose is not uniform and random but rather 
forms some patterns. This is how an expert can 
conclude that the image was tampered with. 

 
Fig. 9. The images produced by the algorithm of Szegedy et al. [10] and corresponding adversarial perturbation magnified 10 times. 

Left: “Siamese cat” (with 99.9% confidence). Right: “Siamese cat” (with 99.9% confidence)  

Figure 10 demonstrates adversarial perturbations 
produced by FGSM [121] algorithm (refer to Section 
2.1.2 for detailed description). We set parameter 
 = 5 / 255. The input is an 8-bit image; thus, each 
channel of each pixel is changed by no more than  5 (if 
we consider integer values before scaling to the interval 
[0, 1]). The network classifies the left in Figure 10 as 
“Goldfish” with 25.8 % confidence. This is still a 
correct prediction, but the confidence is noticeably 
lower. The right image is classified as “Green lizard” 
with 17.5 % confidence. This prediction is incorrect, so 
FGSM succeeds in fooling the network. The less 

impressive results of the FGSM algorithm are due to its 
single-step nature compared to the iterative algorithm of 
Szegedy et al. 

We can see the “noize” added by adversarial in Figure 
10 is stronger, than that in Figure 9. However, the 
maximum absolute difference between the original and 
the modified images (l measure of the perturbation) is 
lower for the FGSM. This controversy arises because 
FGSM (as any other l-bounded algorithm), noticeably 
changes the values of each pixel, which is more visible, 
then small perturbations of each pixel, and strong 
perturbations of some pixels in Figure 9. 

 
Fig. 10. The images produced by the FGSM algorithm and corresponding adversarial perturbation magnified 10 times. Left: 

“Goldfish” (with 29% confidence). Right: “Green lizard” (with 18% confidence)  

Figure 11 shows the adversarial images produced by 
BIM algorithm [123] (see Section 2.1.3 for more details). 
It has the same perturbation threshold  = 5, as FGSM in 
Figure 10. We set the maximum perturbation at each 
iteration  = 1 / 255 as in the original research, and the 
total number of iterations was 100. 

During those 100 iterations, BIM managed to produce 
images that completely fool ResNet: in the left image it 
predicts “Spider web” (not “Goldfish”) with 99.9 % 
confidence, and in the right one “Green lizard” (not 
“American chameleon”) with the same 99.9 % 
confidence. We can also observe that the perturbation 
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patterns of the BIM algorithm are more complex than 
those of the FGSM algorithm. Still, these perturbations 
can be noticed by the human eye as unnatural changes in 
the background. 

The JSMA [126] algorithm (refer to Section 2.1.4) is 
very different from those illustrated above. It greedily 

tries to minimize the number of perturbed features and 
only increases their value. As we can see from Figure 12, 
JSMA modifies less than 5 % of pixels; however, such 
perturbations are very distinguishable. ResNet was 
successfully fooled by those images and once again 
“sees” “Siamese cat” (a target class) there. 

 
Fig. 11. The images produced by the BIM algorithm and corresponding adversarial perturbation magnified 10 times. Left: “Spider 

web” (with 99.9% confidence). Right: “Green lizard” (with 99.9% confidence)  

 
Fig 12. The images produced by the JSMA algorithm and corresponding adversarial perturbation magnified 10 times. Left: 

“Siamese cat” (with 24% confidence). Right: “Siamese cat” (with 18% confidence) 

On the contrary, DeepFool [131] is not aimed at 
minimizing the number of perturbed pixels. It minimizes the 
l2 norm by design. However, we can see in Figure 13, that 
the found perturbation is very low and almost imperceptible. 
This is likely caused by the fact that DeepFool searches for 

the decision boundary and does not attempt to further 
perturb the image to increase network confidence in the 
incorrect class. In our case, the network is 14.7 % confident 
that the left image is “Coho salmon” and the left image is 
“Green lizard” with 16.3 % confidence. 

 
Fig. 13. The images produced by the DeepFool algorithm and corresponding adversarial perturbation magnified 10 times. Left: 

“Coho salmon” (with 15% confidence). Right: “Green lizard” (with 16% confidence)  

The results of C&W attack [127] (see Figure 14) are 
somewhat similar to those of DeepFoool. The 
perturbations are small, nearly invisible, and local, 
meaning that they do not change the entire image. The 
last property is not guaranteed, because this method 
minimizes the l2 norm of the adversarial perturbation. In 
the left image, the network recognizes “Coho salmon” 
with 29.6 % confidence, and in the right – “Green lizard” 
with 19.9 % confidence. 

Shadow Attack [134] (refer to Section 2.1.7) on the 
other hand produces smooth and natural-looking 
perturbations (see Figure 15). It is possible to find them 
if you know what you are looking for (e.g. have 
perturbation maps, demonstrated in the bottom row of 
Figure 15), but otherwise, they can be perceived as 
properties of the image. Unfortunately, in this particular 
case, the attack was unsuccessful, and only slightly 
lowered the confidence of the network (to 56 % and 25 % 
for the left and the right images respectively). 
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Fig. 14. The images produced by the C&W algorithm and corresponding adversarial perturbation magnified 10 times. Left: “Coho 

salmon” (with 30% confidence). Right: “Green lizard” (with 20% confidence)  

 
Fig. 15. The images produced by the Shadow Attack algorithm and corresponding adversarial perturbation magnified 10 times. Left: 

“Goldfish” (with 56% confidence). Right: “American chameleon” (with 25% confidence)  

2.2. Obscurity does not mean security 

Almost all the methods that we considered above 
required the adversary to have direct access to two key 
components: 

• source image, that the adversary tries to 
modify;  
• neural network, to compute its gradients w.r.t. 
the input or to evaluate it multiple times (in case of 
One Pixel Attack). 
It turned out that this access is not essential for 

adversarial deep learning. 
Therefore, the inability of the adversary to access a 

digital image (e.g., if it is directly captured from a 
camera) or the network (e.g., if it is computed on a 
secure server) does not guarantee that the vulnerability 
of the ANN to adversarial examples would not be 
exploited. In other words: obscurity does not mean 
security. In this section, we consider several examples 
that prove this point. 

2.2.1. Adversary without source image 

Let us first consider the following scenario: the 
adversary aims to produce adversarial for many input 
images but does not have computational resources (or 
time window) to compute perturbations for each image 
in the input. Instead, the adversary seeks to discover a 
perturbation that can be universally applied to any input 
image, thereby producing an adversarial example. 

Moosavi-Dezfooli et al. [139] demonstrated that such 
perturbations exist and called them “Universal 
adversarial perturbations”. Universal perturbations are 
generated similarly to the DeepFool algorithm (refer to 
Section 2.1.5 for more details), which iteratively pushes 

the current perturbation toward the nearest decision 
boundary, but with two major differences:   

• at each iteration, a new input image is used (but 
the perturbation remains from the previous iteration);  
• at each iteration, the perturbation is projected 
back to lp (originally l2 or l) sphere with zero center, 
thus limiting the perturbation.  
By design, generating universal perturbations 

requires some labeled dataset, but as the authors point 
out, the size of this dataset can be negligible compared 
with the one used for classifier training. Some 
adversarial perturbations for different CNNs trained on 
the ImageNet dataset are shown in Figure 16.  

 
Fig. 16. The adversarial examples produced by universal 

perturbation (top row) and examples of universal adversarial 
perturbations for different CNNs trained on ImageNet. 

Perturbations are amplified for better visualization (bottom 
row). The images are from the original research [139] 

Despite being generated for one particular CNN, the 
universal perturbation can “fool” other CNNs as well. 
This property is called transferability. 
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Universal perturbations are only possible in the 
digital domain. Incorporating such perturbations into the 
physical world requires the following challenges:   

• the perturbation is constrained to the surface of 
a certain object;  
• the properties of the perturbation (mainly its 
ability to affect the ANN’s output) should be 
preserved if the point of observation of the perturbed 
image changes.  
To overcome these obstacles, expectation over 

transformation (EOT) was introduced [140]. The 
adversarial objective is not simply computed for the 
given perturbation. On the contrary, it is averaged over 
many geometrical transformations that model the 
movement of an object with adversarial texture in the 
2D or 3D space. The EOT was further used to generate 
Adversarial Patches [11] – relatively small image 
patches that can be printed, placed on the scene, and 
photographed. Later, if such a photo is passed to an 
ANN classifier, it will react to the patch and ignore all 
other objects in the scene (see Figure 17). 

 
Fig. 17. The adversarial patch, put into the scene in the 

physical world, fools the ANN classifier; as illustrated in 
original work [11] 

2.2.2. Adversary without direct access  
to the target network 

Now let us consider the following setup: an 
adversary does not know what a neural network 
classifier is under attack but can query this ANN and 
obtain the classification result (the label of the class with 
the highest pseudo-probability, predicted by ANN) or 
vector of pseudo-probabilities of classes. Methods that 
operate in this setup are often called black-box attacks, 
in contrast to white-box attacks, which assume that an 
adversary knows the network. 

Probably the most well-known black-box attack is 
Decision-Based Attack [141]. The core idea of this 
method is simple. Suppose we have two images of 
different classes (source image and some image of target 
class, which we want to assign to the source image). In 
that case, there is a decision boundary at which the ANN 
changes its classification result from one class to 
another. We can determine the image at the decision 
boundary by interpolating these two images linearly. We 

can then add small random perturbations to the image 
and control that  

1. it becomes more and more similar to the source 
image (in terms of l2 norm);  
2. it remains misclassified (lies outside the 
decision boundary of the correct source class).  
The Decision-Based Attack can achieve impressive 

results regarding the similarity of the adversarial image 
to the source image. However, its convergence requires 
tens of thousands of queries to the ANN. Thus, it is very 
computationally demanding and would be almost 
infeasible in a real-world scenario as an attack on a 
computer vision system based on an ANN classifier. 

On the other hand, Square Attack [137] requires only 
about a hundred queries to the network (two orders of 
magnitude fewer queries than Decision-Based Attack) to 
generate an adversarial sample. However, it requires 
knowledge of the pseudo-probabilities of the classes, 
which is a weaker constraint. High query efficiency is 
achieved because the perturbation search space is limited 
to adding square-like patterns to the source image (while 
keeping the perturbation below the pre-defined l2 or l 
threshold). The Square Attack is shown in Figure 18. 
Despite its simple pattern structure, the Square Attack 
achieves a success rate similar to white-box methods 
under the same constraints on the perturbation norm.  

 
Fig. 18. Illustration of the l2-bounded Square Attack, from the 
original paper [137]. The source image (left), the adversarial 

perturbation (middle), and adversarial example (right) 

It is interesting to note that performing a black-box 
attack on a network that works in the physical world is 
possible. A recently proposed GRAPHITE [142] 
(acronym for Generating Robust Automatic PHysical 
Image Test Examples) is an example of such attacks. 

2.2.3. Adversary without target network at all 

Now, let us consider that the adversary does not have 
access to the network at all but knows which task it is 
designed to solve (or maybe even has access to the 
dataset it was trained on, e.g., this dataset is public). In 
this case, an adversary can leverage attack transferability 
to find adversarial perturbations. 

We have already mentioned above that Universal 
Adversarial Perturbation [139] is transferable in the 
sense that it is to some degree effective against ANNs 
other than the one it was designed to deceive. 
However, it is not an exclusive property of universal 
adversarial perturbation. Transferability of the 
adversarial examples was discovered along with the 
first adversarial images by Szegedy et al. [10]. Many 
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other white-box methods (e.g. FGSM [121] and 
DeepFool [131]) share this property. 

Leveraging transferability, an adversary can compute 
adversarial perturbation using a surrogate ANN 
(basically any ANN trained to solve the same task) and 
any white-box perturbation algorithm. Many recent 
studies have focused on improving the transferability of 
adversarial examples: for example Xie et al. [143] 
enhanced input diversity by random resizing and 
padding the source image. They also attacked several 
ANNs simultaneously (averaging the optimization 
objective). Thus, they significantly improved the 
transferability of the generated adversarial images. 

Wang et al. [144] applied MixUp-like augmentation 
[145] to the source image but without changing its label. 
It also resulted in more transferable attacks. Another 
interesting approach was suggested by Wu et al. [146], 
who restricted adversarial perturbations to the most 
crucial regions of the input image using the attention 
mechanism, thus ensuring that perturbation modifies the 
features that are likely to be used by any ANN classifier, 
regardless of the particular architecture. 

Overall, protective actions like securing the network 
and its architecture or controlling its input complicate the 
adversary’s task but certainly do not secure ANN 
entirely. Still, making the adversary’s path to fooling the 
network as difficult as possible is always a good idea, so 
such simple security measures should not be ignored. 

2.3. Neural networks that attack each other 

All of the above methods for generating adversarial 
perturbations can be considered conventional. In these 
methods, the authors pose some optimization problems. 
If the problem turns out to be hard, they relax or 
approximate it. After that, they apply an optimization 
algorithm to look for a solution. However, such 
approaches are constrained by the search for similar 
images in the input vector space. The adversarial sample 
is considered similar to the source image if the norm of 
the difference between the source and adversarial images 
(i.e., the norm of adversarial perturbation) is low. 
However, this is different from how humans perceive 
similarity. For example, we can assume that the two 
signatures of the same person are similar. However, if 
we digitize and compare them pixel-wise, they will 
differ significantly. On the contrary, the small (from the 
vector norm perspective) perturbation of classical 
methods looks unnatural to the human eye (consider, for 
example, the noise of FGSM perturbations in Figure 10). 
Thus, we can conclude that no such images exist in “real 
world”. Therefore, instead of them, we may want to 
generate adversarial samples that look natural. Of 
course, it is an ill-posed computer vision problem. 
Therefore, it is no surprise that only feasible solutions 
are provided by an ANN. 

Zhao et al. [147] followed a similar chain of thought 
and proposed the generation of natural adversarial 

examples using a generative adversarial neural network 
(GAN) [148]. GAN comprises two parts: generator and 
discriminator. The generator takes a dense vector as an 
input and produces an image that should look like the 
one from the training dataset. The discriminator 
classifies whether its input image is from the training 
dataset or produced by the generator. If the generator and 
discriminator are trained together, the generator learns to 
mimic the train dataset distribution. The adversarial 
attack of Zhao et al. [147] works as follows: 

1. The input image is encoded into the generator’s 
dense input space (i.e., latent space) using a 
specifically trained encoder ANN.  
2. Small amounts of random noise perturb this 
encoding.  
3. The perturbed encoding is decoded using the 
generator.  
4. If the prediction of the network does not change, 
the procedure is repeated with slightly higher noise.  
Thus, perturbation in the input space is replaced by 

perturbation in the latent space of the generator. Since a 
well-trained generator always produces natural-looking 
images, the adversarial example would also be natural-
looking. 

The widely adopted baseline for ANN-generated 
adversarial perturbations is AdvGan [149]. It is also a 
GAN-based algorithm; however, in this case, the 
generator takes the source image as an input and directly 
produces adversarial perturbation. Thus, it is 
computationally more efficient (not requiring any search 
in the latent space). 

Recently Ho et al. [150] demonstrated the 
superiority of diffusion-based ANNs to GANs in the 
tasks of high-resolution image generation. That is likely 
why the most recent ANNs for adversarial image 
generation are also diffusion-based [151, 116, 152]. For 
example, AdvDiffuser [116] allows one to “generate 
adversarial examples that are semantically close to the 
originals, yet containing shape-based adversarial 
perturbations exhibiting detailed diversity”. To achieve 
that, the authors perform an interesting trick. The 
diffusion network itself is designed to perform iterative 
denoising operation [150]. Classic attacks like PGD 
[31] add noise-like perturbation to the image. Thus, 
authors of AdvDiffuser use PGD as a source of 
additional noise (and the adversarial perturbation) in 
the denoising process. However, since the diffusion 
network is trained to mimic the training data (like the 
generator in GAN), the final result will also look 
natural, although it will contain small differences from 
the original image (refer to Figure 19). 

The ANN-generated perturbations are unconstrained 
by any norm in the input vector space and are aligned 
with the dataset distribution (if the generative ANN is 
well-trained). That makes such an attack almost 
imperceptible both to the human eye and defensive 
algorithms [152].  
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Fig. 19. Adversarial perturbations, produced by AdvDiffuser, 

as reported in original paper [116] 

3. Why the fight against adversarial examples 
is not won yet 

A decade has passed since the first adversarial 
examples were discovered. Of course, the scientific 
community was anxious about them, and researchers 
proposed many adversarial defenses, i.e., algorithms that 
aim to detect adversarial perturbations or train ANNs 
that are not vulnerable to such perturbations. Then, a 
reasonable question arises: why do adversarial 
perturbations remain a problem? Why don’t we use some 
algorithm that produces adversarial-free ANNs? 

The simple answer to this question is that there is no 
such algorithm. A more detailed answer is that adversarial 
defenses are not universal or free. When protecting the 
network against a particular class of attacks, we sacrifice 
computational resources for more complicated training. 
Often (yet not always), ANN quality on clean labels also 
decreases. Thus, in some cases, it may be more 
appropriate to use a better but not robust network than a 
worse but robust one. Now, let us consider several 
defensive approaches to prove this point. 

Two main groups of adversarial defense methods 
exist. They are called heuristic and certified. Although 
heuristic methods do not guarantee protection, most are 
relatively simple and easy to implement and often show 
good empirical stability against specific adversarial 
perturbations. On the other hand, certified methods are 
based on formal mathematical concepts and offer strong 
security against perturbations under pre-defined 
assumptions that can be theoretically guaranteed. 
However, these methods are usually more 
computationally intensive. In this section, we briefly 
overview both groups of adversarial defenses. 

3.1. Why hot fix is not enough 

Let us start with heuristic defenses. It is almost 
impossible to overview all the variety of ad hoc methods 
that the researchers suggested for countering the 
adversarial examples, so we will focus on two main 
groups:   

• augmentation-based defenses;  
• adversarial training;  
Input transformations include various filtering [153], 

noise addition [154], and obfuscation [155] (e.g. JPEG 
compression and total variance minimization) of the 
input image before it is passed to the network. However, 

these and similar approaches have two significant 
limitations. First, despite being efficient against specific 
attacks, they may lower the final quality of the ANN on 
clean data [156]. Second, as Carlini and Wagner (authors 
of C&W attack [127]) demonstrated, if the attacker 
knows what defensive mechanism is used in the system 
(e.g., in input preprocessing), this mechanism can easily 
be broken [157]. 

The idea behind adversarial training is to use 
adversarial samples as training inputs to improve 
robustness. It was introduced in the very first work 
regarding adversarial images [10] and enhanced in the 
following research [31]. This method has many 
modifications according to different attack procedures 
(e.g., incorporating momentum [158], FGSM-attacks 
[121], PGD-attacks [31], attacks with modified loss 
functions [159], and unusual architectural solutions like 
feature denoising [160]). The field of adversarial training 
is growing rapidly. For example, a recent survey [161] 
describes six main groups of modifications: adversarial 
regularization, curriculum-based adversarial training, 
ensemble adversarial training, adversarial training with 
adaptive , adversarial training with semi/unsupervised 
learning and efficient adversarial training, besides other 
variations. 

Initially, adversary training was focused on single-
perturbation robustness [10, 121] (i.e., robustness against 
one particular perturbation method). Such robustness is 
easily and successfully achieved by incorporating the 
perturbed samples into the dataset. Conversely, 
adversarial training for multi-perturbation robustness 
(considering a set of possible attacks) is more 
challenging. One of the first works in this area [162] 
considers three types: l, l0 and l2-bounded attacks. 
Unfortunately, adversarial training suffers from robust 
overfitting, which decreases test accuracy during training 
[163]. That can be partially avoided with common 
augmentation schemes (refer to Section 1.4.1). 

3.2. Why there are no hard guarantees 

Provable (or certified) defense methods can 
theoretically guarantee robustness against attacks under 
some set of conditions. The problem with such 
guarantees is that they are either hard to obtain (because 
of computational demands) or easy to avoid (because the 
constraints are too strict). 

In study [164], the authors show that formal 
verification of the model is an NP-hard problem. 
Therefore, verifying that an ANN is simultaneously 
sound, complete, and able to terminate training in a 
reasonable time is challenging. Thus, approaches usually 
guarantee two of these requirements. 

Certified defenses can be roughly categorized into 
methods based on satisfiability modulo theories (SMT), 
optimization and relaxation-based bounds, and 
randomized smoothing [165]. This categorization is not 
the only one possible by any means (for example, 
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according to taxonomy of [42], there are seven different 
families of certified methods), but let us stick to it for the 
sake of clarity. 

Most optimization-based methods make the 
certification procedure more tractable by either 
developing convex relaxation or directly bounding and 
analyzing the network over the set of inputs [165]. These 
methods may be based on linear, semi-definite, 
partitioned, or mixed-integer programming. However, 
these approaches suffer from high computational costs 
and do not scale well enough to larger ANNs (for 
example, ImageNet classifiers). 

The main idea of Reluplex metod [164] is to find an 
exact minimal perturbation distance r(x, f ), where x is 
the sample and f is the model. Thus, the classifier is safe 
against perturbations with vector norm less than r(x, f ). 
Some methods approximate this exact value with some 
trainable certificates C(x, f ), for example, the upper 
bound of adversarial loss [166, 34] or lower bound of 
minimal perturbation [167]. These problems can be 
described as linear programming problems [167] or 
integral inequalities [166] solved with semi-definite 
programming (SDP) [168]. These studies mainly 
consider ANNs with one hidden layer. 

Safety verification approach [169] detects failures of 
the classifier in some neighborhood of the given sample 
x with a finite exhaustive search. In [170], the 
verification of an ANN is formulated as an optimization 
problem for potential perturbed inputs. In [171], the 
authors compute an approximation to the adversarial 
polytope and use this approximation as a part of the loss 
function. 

In addition, there is a distribution (or principled) 
adversarial training method that combines adversarial 
training and provable defense together [172]. Genuinely, 
the model trains on the worst-case perturbation examples 
and its certificates are derived from the Lagrangian 
duality of adversarial loss. 

In Interval Bound Propagation (IBP) [173], a loss is 
defined to minimize an upper bound on the maximum 
difference between any pair of logits when the input can 
be perturbed within an l norm-bounded ball. This 
method was later improved in [174] by proposing a 
novel initialization procedure, regularization, and batch 
normalization. These changes allow for faster model 
training. In addition, a commonly known modification 
named CROWN-IBP [175] is delivered by combining 
the fast IBP bounds and a tight linear relaxation-based 
bound, CROWN. Unfortunately, it was shown in [176] 
that IBP can not achieve sufficient certified robustness 
on simple datasets for any standard ReLU network. 

In the mixed-integer approach, the verification of 
piece-wise linear neural networks is formulated as a 
mixed-integer program [177]. In the partition-based 
approach, the input set is split into parts, and the 
optimization problem is solved separately for each part 
to obtain an overall global bound [178]. 

Counterintuitively, tighter relaxation usually results 
in worse model robustness. In the study [179], the 
authors formulate two necessary properties for certified 
training: continuity and sensitivity of convex relaxations 
used in the training. They have also shown that 
improving unfavorable properties often harms other 
properties, revealing a complex tradeoff. Another open 
problem is deriving optimization-based methods for 
general (non-ReLU) activations [165]. 

It is much easier to certify Lipshitz neural networks 
(i.e., networks for which Lipshitz constraint holds), for 
example, based on the output margin [180]. Early 
works (like [181]) can only handle the l2-bounded 
perturbations under Lipschitz constraints. For l norm, 
these networks only provide a negligible certified 
radius [182]. It was shown in [183] that standard 
Lipschitz ReLU networks cannot represent certain 
simple functions; therefore, the GroupSort network was 
proposed [184]. Despite some investigations, its 
performance is still worse than that of the above 
relaxation-based approaches. The training procedure of 
the study [185] (based on lp-relaxation) demonstrated 
practical success for l-bounded perturbations; 
however, it lacks theoretical explanations. 

Another approach for certified training is 
randomized smoothing. Randomized smoothing [135, 
186] is a probabilistic method for improving classifier 
robustness with deterministic robustness guarantees. It 
intentionally corrupts the inputs with random noise and 
uses predictions for the noised and actual inputs to 
average out any potential danger. This method includes 
symmetric Gaussian (e.g. [135]), non-Gaussian (e.g. 
[187]) and input-dependent smoothing [188]. An open 
problem with this approach is the exact optimization of 
the smoothing distribution in a manner that is scalable 
to large datasets such as ImageNet [165]. Some 
theoretical estimations for this method (e.g., [189]) 
show that there are certain limitations for the 
perturbation radius. 

The general problem with certified defenses is that 
the requirements of these methods can be easily violated 
in real-life conditions. Defense approaches claim they 
can guard against specific attacks while failing against 
others [165].  

4. Discussion: step back and broader view 

Now that we have learned what adversarial examples 
are, how to find them, and why avoiding them at present 
is infeasible, let us step back and reflect. In this section, 
we overview the phenomenon of adversarial examples in 
general, raise unsolved questions, and present our point 
of view. Some of our statements, like “adversarial 
examples should not be called attacks on neural 
networks,” are debatable, and readers may disagree with 
us and our arguments. Our intention here is to bring the 
remaining issues to readers’ attention and inspire further 
research in this field. 
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4.1. Whose bias is that? 

From Section 1.3, we learned that ANNs are 
universal approximators. Therefore, they can mimic any 
function, including, theoretically, the human decision-
making function, in image classification. When humans 
classify images, they essentially map input images to 
corresponding labels. That procedure can be performed 
by a single human or through a consensus of multiple 
humans (to avoid spontaneous individual errors). The 
mapping can be viewed as a deterministic function from 
the image to the label space. Thus, an ANN can 
theoretically approximate this decision-making function 
by learning from labeled training data. However, ANNs 
are susceptible to adversarial images, as demonstrated in 
Section 2.1. On the other hand, humans are generally 
unaffected by these adversarial images and can make 
accurate classifications. 

One probable explanation for this mismatch is that 
ANNs and humans perceive the input image differently, 
thus reacting to different features. However, we have 
already seen a similar explanation in Section 1.5 when 
we discussed the inductive bias of CNNs. As we recall, 
CNNs tend to rely more on texture information rather 
than shape information when making classifications. In 
contrast, humans prefer shape over texture. To address 
this bias, researchers have used augmentation technique 
[107], introducing images with different textures to the 
dataset. Thus, explicit bias is added to the network via 
training. This explicit bias also helps the network learn 
to focus on shape information, thus improving its 
robustness and accuracy. Why not do the same for 
adversarial images? That is how we reinvent adversarial 
training, presented in Section 3.1. Unfortunately, it is not 
a universal solution and only works against certain 
adversarial examples. Therefore, we can further 
conclude that 

• algorithms that search for adversarial examples 
actually find implicit biases in ANNs,  
• there are many such biases,  
• and it is impossible to group them all into a 
single model (which would have allowed for building 
a universal defense against such a threat).  
The next reasonable question is: “Why do ANNs 

have such a bias?” In other words, why are they 
vulnerable to attacks? Many hypotheses have been 
proposed to answer this question. Let us present some 
of them. 

Szegedy et al. [10] blamed extreme non-linearity of 
the ANNs. They supposed that the set of adversarial 
examples has extremely low probabilities (thus, not 
observed in the test set) but is dense (thus, for any input, 
we can easily find adversarial examples in its 
neighborhood). Goodfellow et al. [121] called that 
assumption speculative, and on the contrary blamed 
linearity of neural networks. They have shown that 
adversarial examples (at least those generated with the 

FGSM algorithm, discussed in Section 2.1.2) are the 
property of high-dimensional dot products and stated 
that ANNs preserve this property. ANNs are designed to 
be “sufficiently linear” to be trained with gradient-based 
optimization. Gilmer et al. [190] hypothesized that 
adversarial examples originate in the geometry of the 
high-dimensional manifold. They have also 
demonstrated (on a simple, specific example) that in 
order to increase robustness to small perturbations, the 
test error of an ANN should be significantly decreased. 
The authors have also stated that “any model which 
misclassifies a small constant fraction of the data 
manifold will be vulnerable to adversarial 
perturbations.”. Finally, they provided the theoretical 
upper bound for such perturbations. Schmidt et al. [191] 
further elaborated on this point and theoretically proven 
(once again for a specific simple case) that “the sample 
complexity of robust generalization is significantly 
larger than that of standard generalization”. In other 
words, we need significantly more training data to 
guarantee some adversarial robustness than we need to 
train an ANN, which would work fine on the test set. 

We will not enter that discussion. Instead of blaming 
one particular aspect of the ANN training process for the 
existence of adversarial examples, let’s overview it in 
general. Three components are essential for ANN 
training: 

1. ANN itself,  
2. training data,  
3. and training algorithm (which includes 
optimization objective, optimization method, etc.).  
Let us consider all three of them in the context of 

adversarial examples. 
ANN, as a universal approximator, should be able to 

learn a human-like decision-making function that is not 
vulnerable to adversarial examples. This particular, and 
the fact that adversarial examples can be found for all 
current networks regardless of their architecture, 
suggests that the problem lies outside ANN as a model. 

Regarding the training data, most theoretical models 
in ML assume that the training data is sampled from 
some unknown distribution and that when the model is 
trained, it will observe other data (test data) from the 
same distribution. The difference between the training 
and test datasets distributions is known as dataset shift 
[192]. A dataset shift may exist in the context of 
adversarial examples because adversarial perturbations 
may not appear in the training set. This property is used 
by a defense mechanism known as Deep k-nearest 
neighbors [193], which aims to find out-of-distribution 
inputs by analyzing hidden representations of the input 
produced by each layer of the ANN. The intuition here is 
that for “normal” input, the hidden representations will 
be close to the hidden representations of the samples of 
the same class (from the test set) and far from the hidden 
representations of the samples of other classes. For an 
out-of-distribution adversarial image, this property will 
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not hold. However, there are three major limitations to 
these methods in practice:   

• The first is increased computational complexity. 
Anomaly detection (using nearest neighbors or not) is 
a much more complex task than image classification.  
• When we (as humans) see an adversarial 
example (consider Figures 9-15), we may say “I see 
an image of a goldfish, with some unnatural noise on 
it”. However, we will not say “I suspect that this 
image is inconsistent with all the images I have seen 
before, so I refuse to classify it”. Thus, when 
designing a computer vision system, we may want its 
behavior to align more with ours.  
• Last but not least is the fact that there are in-
distribution adversarial examples. Section 2.3 shows 
that such examples can be generated using GANs and 
diffusion ANNs. The study [190] also theoretically 
predicts that any classifier has in-distribution 
adversarial examples, except for the ideal one.  
We should also consider the size of the training set. 

As discussed above, adversarial robustness requires a 
significant increase in the dataset size even in the 
simplest cases of l-bounded perturbations [191] (and as 
we remember, perturbations may be unbounded as 
demonstrated in Section 2.3). Such an increase in the 
dataset size is almost infeasible in practice. In any case, 
considering the training dataset from the inductive bias 
perspective, we can conclude that it is not the source of 
any bias (if the dataset indeed represents real data 
distribution). The problem is that it does not contain 
enough data that an ANN can learn enough to model 
some prior knowledge about input data, which would 
have allowed for adversarial-robust training. 

As we have seen so far, neither an ANN nor the 
training data are the source of the inductive bias that 
leads to adversarial examples. Thus, we can conclude 
that the source of the inductive bias should be in the 
training algorithm. This conclusion corresponds to that 
of Goodfellow et al. [121], who blamed the SGD-like 
algorithm for the linearity of neural networks. 

However, another point of view is that bias is not 
induced at all. In fact, the problem with adversarial 
examples is that ANNs do not have the same prior 
information about input data that we (as humans) do 
(i.e., we have different inductive biases). 

To support that, we would like to cite Schmidt et al. 
[191]: “The conventional wisdom usually is not to bias 
the neural network with our priors. Our work suggests 
that there are trade-offs with robustness here and that 
adding more prior information could help to learn more 
robust classifiers”. 

The last two conclusions are not necessarily 
contradictory. We can summarize them as follows. 
Training ANNs robust to adversarial perturbations will 
require inducing corresponding prior knowledge (i.e., 
bias) about the input data through the training algorithm. 
Such a training algorithm will be more complex when 

using simple SGD-like approaches. Significant research 
efforts would be required to understand what prior 
information is essential for adversarial-robust training 
and how to incorporate it into the training algorithm 
properly. We believe that these will be the future 
directions of adversarial-robust ANN training research. 

4.2. Adversarial examples are not attacks 

The “attack”-“defense” terminology is widely used in 
the field of adversarial deep learning. We believe that 
when it comes to generating adversarial examples, or 
making an ANN more robust this terminology is 
misleading. 

As Section 2 demonstrates, an adversarial example 
does not break a neural network, it does not affect its 
state, and ability to recognize other examples. It just 
exploits a flaw that already exists in the ANN by design, 
to compromise an application, in which this network is 
applied. 

From Section 3.1 we have learned that applying 
“defense” as a countermeasure against a specific method 
of generation adversarial perturbation does not guarantee 
the robustness of ANN to other adversarial perturbations. 
Moreover, it is impossible to train neural networks with 
complete provable robustness to all sorts of adversarial 
examples (see Section 3.2). 

All in all, current “defense” methods do not solve the 
general problem of misalignment of ANN and human 
decision-making processes. We hope that in the future, 
more work will be focused in this direction and we will 
learn how to train ANNs that are not fooled so easily. 

In our opinion, the term “attack on neural network” 
would be more suitable for data poisoning [24], which 
we mentioned briefly in the introduction. In that case an 
adversary adds specifically generated images to the 
dataset so that any ANN trained on such “poisoned” 
dataset will have a predefined vulnerability (e.g., react to 
some trigger when it is present on the image, and ignore 
the rest of the image). However data poisoning and 
methods preventing it lie in another area of research and 
deserve their own survey. 

4.2.1. Does anyone attack neural networks  
with adversarial examples? 

Another good reason not to call the generation of 
adversarial examples an “attack” is that, at present, real 
adversaries do not use neural networks’ vulnerability to 
adversarial examples. 

The question arises: if there is a well-known 
vulnerability, why is it not exploited in practice? This 
question was partially answered in the study of 
Apruzzese [194] called “Real Attackers Don’t Compute 
Gradients”. Let us briefly consider the main ideas of that 
study. 

Unlike the researchers, actual attackers usually have 
little information about the attacked system and have 
very restricted economic and time resources. So, they 
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use cheap and straightforward methods to create 
adversarial images. For example, phishing pages can 
fool the phishing detectors by making small changes like 
distortions, masking, replacing letters, changing 
logotypes, etc. [194]. Obviously, attackers do not have to 
use gradient methods to create such images. Also, the 
system can be fooled by adding things the system is 
susceptible to like human silhouettes for autonomous 
driving cars [195]. 

Usually, ANNs do not work alone – they are parts of the 
systems that consist of many components, such as 
preprocessors, postprocessors, security checkers, etc. Thus, 
to fool the system, it is not necessary to fool the ANN 
[196]. Potentially, any error in the system can cause a fault, 
and attackers can find such vulnerabilities using testing 
techniques such as fuzzing [197] or random testing [198]. 

To summarize, the practical attack methods on 
computer vision systems differ from the adversarial 
example generation described in the previous sections. Real 
attackers use more straightforward techniques or target non-
ML system components to achieve their goals. 

4.3. Where are the boundaries of adversarial examples? 

Future researchers of adversarial robust training 
would have to answer yet another hard question: Where 
are the boundaries of the phenomenon that we call 
adversarial examples? 

In their study, Kotyan et al. [130] introduced the 
concept of false adversarial examples. Those are 
examples that even a human observer cannot recognize. 
Kotyan et al. have shown that such examples can be 
generated by l1 and l2-bounded perturbations (see 
example in Figure 20). 

 
Fig. 20. An example of a false adversarial image from the 

study [130]. In the left image (source), we can see an airplane 
in the sky. In the right image, there is no plane; therefore, these 

are two different images from the human point of view, 
although the l2 norm of the perturbation is low. Thus, the right 

image cannot be considered a true adversarial example 

Kotyan et al. [130] suggested that detecting these 
false adversarial examples requires a thorough 
inspection. They proposed using attacks solely based on 
l0 and l norm to avoid creating such samples. However, 
as we observed in Section 2, the variety of methods for 
generating adversarial examples is not limited to l0- and 
l-bounded. Moreover, some of them are unbounded by 
any norm yet preserve the main property: the ability to 
“fool" a network without being noticed by humans. We 

believe that a deeper understanding of the nature of true 
and false adversarial examples will help future 
researchers develop robust and high-quality ANNs. 

4.4. Humans are not ideal recognizers 

In all the previous sections, we considered a human 
as a reference to ANN classifiers. However, it is 
essential to remember that any recognizer with 
generalization capability has its own bias [104], and that 
includes humans as well. We need only a few images 
with some object to be able to recognize it in different 
images. That is because we have strong inductive bias. 
For example, we can distinguish an object and 
background (that is closely related to figure-ground 
perception, which plays a vital role in Gestalt 
psychology [199]). When recognizing an image, we are 
focused on the object. On the contrary, for an ANN, all 
an image’s pixels are equal information sources. 

Unfortunately, humans are not ideal recognizers as well. 
The way our perception works makes us vulnerable to 
many optical illusions. For example, M. Ponzo [200] 
observed that the perception of an object depends on the 
background. His famous illusion is illustrated in Figure 21. 

a)  b)  
Fig. 21. Ponzo illusion. In the left image, there are two 

identical lines. In the right one, there are the same lines but 
with the railways-like pattern on the background; the bottom 

line appears to be shorter 

Moreover, human perception is a complex process. 
For example, when looking at ambiguous images 
(images can provide two or more different perceptions), 
we switch between the alternatives but do not perceive 
them all simultaneously [201]. Figure 22 presents two 
famous examples of such images. We leave the reader 
with a philosophical question about how a hypothetical 
ideal ANN classifier should process ambiguous images. 

 b)  
Fig. 22. Ambiguous images. “My Wife and My Mother-in-

Law” by William Ely Hill (left) and “Rabbit and Duck” image, 
published in Fliegende Blätter in 1892 (right) 
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Conclusion 

Adversarial examples have been a topic of interest in 
the computer vision research community for over a 
decade. Despite numerous efforts and advancements in 
this field, the existence of adversarial examples remains 
an unsolved problem. 

In this survey, we focused primarily on adversarial 
examples against ANN classifiers. We provide a detailed 
examination of the discovery of adversarial examples 
and the evolution of methods for generating them. We 
explored various techniques, from simple perturbations 
to more complex and advanced approaches, such as the 
recently proposed generative models. We also briefly 
discuss countermeasures suggested to mitigate the 
impact of adversarial examples. However, these 
measures are insufficient in providing robust defense 
against a whole variety of adversarial “attacks”. 

Through our analysis, we identified the fundamental 
concept of inductive bias in ANNs as a key factor 
contributing to the vulnerability of these classifiers to 
adversarial perturbations. While both humans and ANNs 
exhibit biases (as it is a fundamental property of all 
models, capable of generalization), they differ in nature, 
which poses a significant challenge in addressing the 
problem of adversarial examples. 

By providing a detailed overview of the research on 
adversarial examples, we hope that this survey will serve 
as a valuable resource for future researchers who attempt 
to reconsider and tackle this persistent problem. We 
hope that this work will inspire the development of new 
ANNs that are more resilient to adversarial perturbations 
and ultimately enhance the security and reliability of 
computer vision systems. 
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