Constant Time Feature Matching for ID Document Type Identification with On-the-Fly Type Subset Selection E.E. Limonova et al.

Constant Time Feature Matching for ID Document Type Identification
with On-the-Fly Type Subset Selection

E.E. Limonova'?, A.V. Trusov'?3, D.Z. Rybalko?, N.S. Skoryukina '?, K.B. Bulatov’
! Federal Research Center "Computer Science and Control” of Russian Academy of Sciences,
119333, Russia, Moscow, Vavilova 44, kor.2;
2 Smart Engines Service LLC, 117312, Russia, Moscow, pr. 60-letiya Oktyabrya 9;
3 Moscow Institute of Physics and Technology, 141701, Russia, Dolgoprudny, Institutskiy per. 9

Abstract

Identity document recognition is becoming more and more common in our daily lives. As
security measures and document standards improve, the number of documents that need to be
recognized is also increasing. So, one of the essential tasks of identity document recognition systems
is to identify the document type from thousands of possible variants. However, in many cases, we
have supplementary information and can reduce a set of possible types on-the-fly to improve
processing speed and quality. In this paper, we discuss ID document recognition with on-the-fly
type subset selection. The main challenges in such a system are responding within a limited time
and achieving computational and memory efficiency for subset handling. We propose a solution
based on a feature-matching approach using binary keypoint descriptors and adjusted multi-index
hashing, which uses two new heuristics to ensure a constant number of comparisons for each request.
We experimentally evaluate this method on the MIDV-500 and MIDV-2019 datasets and
demonstrate that it offers an excellent combination of accuracy, configuration time, and search time
compared to commonly used hierarchical clustering, hierarchical navigable small-world graphs,
multi-probe locality-sensitive hashing, and straightforward brute-force solutions.
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Introduction

Recognition systems have become commonplace and are used in many areas. Recognition of identity documents is
needed in banking, different government services, when buying railway or airplane tickets, going through border control,
and many other cases. At the same time, such systems must provide high recognition quality, work quickly, and process
information safely since identity documents contain personal data. Moreover, there is an increasing demand for compact
solutions that run on general-purpose user devices like mobile phones. In particular, such solutions can help implement
the regulatory restrictions necessary to address the protection of private information.

Identity document recognition systems implement a multi-stage pipeline to satisfy all these requirements. For
example, it can involve locating a document within an image, determining its type, and then extracting field content. This
way, we simplify data extraction as we know field places and formats (e.g., Machine-Readable Zone [1] field with a
specific format, date fields, etc.). Thus, we significantly reduce computations in the recognition system, provide higher
inference speed, and use additional information, allowing for better recognition quality.

However, modern identity document recognition systems face a growing demand for universality and worldwide
support. It means that they are forced to maintain not just a few or dozens but hundreds of types of documents, which
significantly complicates the task of locating and classifying them.

In such circumstances, using the most available information about the task becomes essential. In this paper, we
consider selecting the subset of potential document types on-the-fly, because we can obtain this additional information
during the recognition process. For example, it can come from the Machine-Readable Zone, from previous frames (such
as when recognizing a document in a video), or directly from the user.

Type identification for ID documents is typically conducted using a feature-based approach [2, 3]. This approach
involves extracting features from images and comparing them to predefined sample images that represent all supported
document types [4].

Various data structures, such as hierarchical clustering, are commonly used to provide fast nearest-neighbor search
for obtained features. However, many of these structures do not allow for the dynamic reduction of the feature set. This
limitation necessitates a complete rebuild for each new subset, which can be time-consuming and memory-intensive.

In this paper, we consider the ID document recognition system with on-the-fly document type subset selection and
propose a new approach to the feature-matching configuration and inference stages to handle it efficiently. Our approach
is based on multi-index hashing [5], which enhances the original method with two heuristics to provide fast configuration
and approximate search with a limited response time.
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Let us summarize our contribution:

e we introduce a new property for the ID document recognition systems: on-the-fly type subset selection and
discuss the feature-matching approaches in this context;

e we propose a bucket size constraint heuristic for multi-index hashing to ensure the uniform distribution across
the buckets;

e we propose a heuristic on the examined bucket number for multi-index hashing to ensure a constant number of
operations to limit the response time;

e  we demonstrate the quality and computational efficiency of our heuristic multi-index hashing method on public
datasets MIDV-500 [6] and MIDV-2019 [7] and show that it has an optimal balance between the processing speed
and classification accuracy in comparison to multi-probe locality-sensitive hashing [8], hierarchical k-means trees [9],
hierarchical navigable small world graphs [10] and brute-force search.

1. Related Work

Document recognition systems usually use a feature-matching approach to locate and identify documents. At the
system setup stage, document types are indexed and stored in the database. Then, an input image is processed to extract
features and searched in the database.

Recognition systems that search for an exact match between the input document and the already indexed document
can use document hashing [11] or global descriptors [12, 13]. Systems that process documents with arbitrary content and
aim to identify their types can vary significantly [14, 3]. For example, ID document type determination usually relies on
keypoints and their descriptors as features, searching for the most similar sets of feature points in the database using
nearest-neighbor search methods [4, 2].

The problem of nearest neighbor search is relatively well-studied. In applications that use binary descriptors such as
ORB [15], BAD [16], and RFD [17], the group of methods supporting search in Hamming space is of interest. Primary
methods are hierarchical clustering [18] and hierarchical k-means trees [9]. The main idea is to divide the data into k
classes sequentially and build a tree for a fast search. The most popular implementation of this method is available in the
FLANN library and can be used from OpenCV. There are also methods based on binary search trees [19, 20], which
allow, for example, the computationally efficient addition of new descriptors to a tree for real-time scene processing.
However, these methods are difficult to adapt to the task of locating and identifying the type of identity documents, as
they do not allow searching only over a subset of document types.

There are also alternative methods. For example, in [21], the authors propose transforming binary descriptors into
lower-dimensional real-valued vectors, performing a nearest neighbor search in Euclidean space using a kd-tree [22], and
then refining the Hamming metric for a few neighbors. In [10], the authors proposed a hierarchical structure for navigable
small-world graphs. The search is performed layer-by-layer and gradually converges to the nearest neighbor of the query
node. However, they also have a problem considering a subset of the database or graph.

Other approaches, such as multi-index hashing [5] and multi-probe locality-sensitive hashing [8], are based on hash
tables. They divide input descriptors into subsequences and use them to index the tables after hashing. To find all the
neighbors, one must look through several hash buckets and test the distance to the query. Since we need to check all the
elements in the bucket, we can easily discard elements with a type that is not currently enabled. Therefore, methods based
on multi-index hashing are well-suited for feature-matching in document recognition systems.

2. On-the-fly ID document type subset selection problem

We consider the input to be a digital image that may contain an identity document of some type. Such a document
encompasses three primary types of elements, exemplified in Figure 1a: background, static, and content elements.

Background elements may include patterns or designs intrinsic to the document. Background can contain complex
features, for instance, the classic "guilloché" pattern (yellow zone in Fig. 15). It is commonly found in identity or
registration documents, protecting against forgery. At the same time, bank plastic cards often exhibit dynamic
backgrounds, which vary significantly from one series to another. These backgrounds generally do not convey
informational attributes and are primarily decorative.

Static elements frequently appear as textual segments within the document. These often encompass headings and
field labels, such as "name" or "address", providing structural context to the document. Other static elements in the
document can include boundary lines and checkboxes, which are crucial in defining the document's structure.

Content elements, comprising data fields that contain information that changes from document to document. Such
fields typically contain textual data; however, in some instances, alternative forms like barcode fields are utilized.
Barcodes can occasionally function as static elements, thus helping in document classification.

So, the recognition system must locate the document in the image and determine its type based on the static and
sometimes background elements, ignoring the content. In this context, additional knowledge that can restrict possible
document types is crucial. For instance, when purchasing a ticket, we may be required to present various documents, such
as ID cards, passports, and driving licenses, but not medical insurance.
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Fig. 1. a) Identity document elements: static (red), personal data content (green) and parts of background (yellow);
b) "guilloché" pattern in the background (yellow). Images are taken from MIDV-2019 [7]

We aim to solve the classification task for the input image, which can be defined as follows. Let us define all possible

the image classes as C = {C;},i € {0, ..., N}, where N is a number of document types. Then

e  (; is the class of images with the i-th document type, for i € {1,..., N};

e  (, is aclass for other images.

At the inference time, we have a current image Q to be classified, the subset D € C, and also know that Q € D.

Also, as in Skoryukina et al. [4] for each class C;, i € {1, ..., N} we define the ideal template T;.

The metrics to assess the quality of the solution are:

e  classification accuracy,

e  working time,

e  required memory.

The working time can be divided into 3 times:

1. Startup time: initialization time at the system startup, when only the set C is given; this initialization can be
done only once and does not affect user experience;

2. Config time: initialization time, when we obtain the set D; this kind of initialization is performed at the inference
stage and directly affects the response time of the system; however, if we are going to recognize the number of
images of the set D (for example, if we have a video as an input), it can be done once per a set of images;

3. Matching time: the working time of the method, the classification time per image.

3. Document Type Ildentification Pipeline

We use quite a straightforward document identification pipeline based on feature-matching inspired by [4] and [2]. At

the system creation stage, we know one ideal template image for each class of documents. Each image is processed as
described in [4]. We use YACIPE [23] for keypoint extraction and 128-bit RFDoc [24] for keypoint description. We keep
M = 500 best keypoints according to the YACIPE score for each ideal template image as described in [4].

The inference consists of the following stages:

1.  Preprocessing. We convert the input Q to grayscale and scale its longest side to 1920.

2. Document Location. We use [25] to find the approximate location of the document quadrangle. Then, we
perform a projective transformation to rectify the document. In this work, we launch further processing for the 3 best
quadrangles and the whole image if no quadrangles were found.

3.  Feature extraction. We extract keypoints from the document area determined at the previous stage and compute
their descriptors for four orientations (0 °, 90 °, 180 °, and 270 °) using the fast method from [26].

4.  Feature matching. In this step, for each keypoint descriptor, we search for the closest descriptor among all
descriptors from ideal template images. For such a descriptor, we remember a mapping (edge) that will be used in the
next step.

5. Model estimation. We look through the set of possible document types D and for each ideal template T; € D,
find the homography Q — T; using the edges from the previous stage and RANSAC-based framework PESAC [27].
We use parameters for 2D homography estimation from [27]. Finally, we choose the template with the highest inlier
rate and identify the document type.

4. Multi-index hashing

Multi-index hashing [5] is a method for exact nearest neighbor search for binary descriptors with the Hamming metric.

Its idea is to divide the input binary sequence f of length b into m subsequences f), k = 1,...,m of length b/m,
and use the Pigeonhole principle to restrict the radius of the neighbor search. If

there is at least one k such that:

If—gll<r
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If® = g®I| < r/m]

So, we can create m hash tables L,, with subsequences f*) as indexes and pairs of descriptors and document types
(f, €) as values. To search neighbors of the descriptor f with the radius 7 in such a structure, we look through all the
elements in buckets L[g], k = 1,...,m forall g such that ||[f®) — g|| < |r/m] and test whether the distance to f is
not greater than r.

There is also an algorithm variant in which we increase the radius until we find a pre-defined number of descriptors
to ensure the required number of neighbors.

If we assume that the distribution of descriptors across buckets is uniform, then the complexity of the search and
testing is as follows:

cost(r) < (1 4+ n/25)m2HT/b)s,

where s = b/m is the subsequence length, n is the number of descriptors in dataset and H(e) = elog,e — (1 —
—g&)log ,(1 — €) is the entropy of Bernoulli distribution with probability € as shown in [5].

However, the actual distribution of the descriptors across the buckets can depend on the descriptor type, task
features, and available data, and may be non-uniform. In practice, large buckets can lead to a significant increase in
response time.

5. Heuristic multi-index hashing

The main idea of the proposed heuristic multi-index hashing is to limit a maximum number of descriptor comparisons
max 'j.e., Hamming distance computations, to constrain the response time strictly.

Let us define descriptor length as b, the number of its subsequences as m, and the length of one subsequence as s = b/m.
For the input descriptor f = {f®}, k = 1,...,m and radius for neighbor search r we have to consider hash buckets
L., [g%], such that

p

If 4 = g®|| < Ir/m]

However, the number of descriptors to test in these buckets is not bound by the above in the case of non-uniform
descriptor distribution and may be large. So, we introduce two heuristics to limit it and satisfy the restriction above.

5.1. Bucket size constraint

Our first heuristic is targeted to constrain the bucket size. We define Bucket Size BS as the threshold for the number
of elements in a bucket to test. So, there are two cases:

1. Small bucket. There are fewer than BS elements in the bucket, and we examine all of them.

2. Large bucket. There are more than BS elements in the bucket, and we only take BS elements from it. In the

implementation of the proposed method from each large bucket, we sample BS elements so that they are equally

spaced.

We take BS = p™** /m to ensure at most p™** Hamming distance computations. The theoretical justification for
this heuristic is that when BS > n/2°, we remove only the elements that do not correspond to the uniform distribution.
The number of these elements is expected to be small, as having a significant number of descriptors with similar values
can negatively impact matching accuracy and may suggest the need for fine-tuning the descriptors.

5.2. Bucket number constraint

Our second heuristic limits the number of buckets to examine. We consider two variants.

1. Direct Match (DM): we look thorough the elements in L,,[f®)] only. This way, we guarantee that we examine
all the neighbors in radius m — 1 from the input descriptor f.

2. Almost Match (AM): after examining the elements in L,,[f )] we also examine neighboring buckets L,,[g®]
with the distance 1:

£ — g <1

However, we ensure that the number of Hamming distance computations is limited, so we:

e  ignore large buckets;

e  stop when we reach p™%*/m tests.

This heuristic can be explained as follows: when determining the document type, we aim to identify the closest
descriptor for each keypoint rather than to find all the nearest neighbors. If no similar descriptor is found, it likely indicates
that this keypoint does not appear on any template, making it not informative for type identification. Additionally, large
buckets suggest that specific bit sequences appear in many descriptors, offering little information. As a result, these large
buckets are excluded in favor of testing more distinctive buckets.
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5.3. Initialization
5.3.1. System startup

We initialize m tables on system startup, as in the original multi-index hash algorithm, using descriptors from all
available document templates. So, we put into tables pairs of (fi],i), i={1,...,N}, j={1,...,M}. Thus, we can
determine the type of document C; from which each descriptor originates. So, in general, we need to keep mMN entries.

5.3.2. Configuration for a subset.

During matching, we need to access the elements of hash tables L,, only for a subset of document types D. To do
this, we create new hash tables L,,, and add pointers to the necessary elements in the original tables. We can estimate the
current bucket sizes in L,,, during this operation and apply the bucket size constraint. It ensures we keep at most BS
elements in each bucket. We perform O(Dm) operations, so the complexity of the configuration does not depend on the
total number of document types.

6. Experimental evaluation
6.1. Experimental Setup
6.1.1. Datasets

We conduct experiments on public MIDV-500 [6] and MIDV-2019 [7] datasets. MIDV-500 contains frames of
500 video clips with identity documents of 50 different types (17 ID cards, 14 passports, 13 driving licences, and 6 other
identity documents of different countries) in 1080 X 1920 resolution and corresponding ideal distortion-free document
images (one per type). MIDV-2019 expands this dataset with images with complex lighting conditions and projective
distortions in a higher resolution 2160 X 3840. It adds 200 more video clips. Examples of images are shown in Fig. 2.
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Fig. 2. The sample images: the ideal template image (a), the image from MIDV-500 (b), and the image from MIDV-2019 (c)

6.1.2. Methods

In our experiments, we consider different methods for the nearest neighbor search in the feature-matching stage of the
above pipeline:

. HMIH: proposed heuristic multi-index hashing with descriptor length of b = 128 bits, s = 16 bits per

subsequence and m = 8 tables. We use r = 48.

. BF: brute-force matching (linear search through all descriptors from ideal templates); it requires no time for

configuration;

. HC: hierarchical clustering from FLANN matcher (with hierarchical k-means tree inside) in OpenCV with

default parameters; we constructed an index for the current document types subset at the configuration stage,

. LSH: multi-probe local sensitive hashing from FLANN matcher in OpenCV with default parameters; we

constructed tables for the current document types subset at the configuration stage.

. HNSW: hierarchical navigable small world graph search from FAISS library [28].

6.1.3. Hardware

We measure configuration and matching time on an AMD Ryzen 9 5950X CPU with the x86 64 architecture without
multi-threading. Time is scaled over the number of keypoints in the query image and averaged over all the images in the
dataset.

6.2. Measurements and results

In this section, we estimate optimal parameters for the proposed heuristics and then measure document classification
accuracy and matching time.

In our first experiment, we investigate the proposed HMIH algorithm's Bucket Size (BS) parameter. The algorithm
was tested in Almost Match (AM) mode with BS values of 16, 32, 64, and 128 and in Direct Match (DM) mode without
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any constraints. To find the appropriate parameter value, we measured the average matching time per image and
classification accuracy per frame for all frames in the MIDV-2019 dataset. In this experiment, we use all 50 document
types at system startup and vary the size of the current subset.

In this case, the "frame" refers to a single frame from the corresponding MIDV dataset clip (there are 30 frames per
clip). This frame is the input (Q) of the pipeline, presented in Section 3. However, feature-matching obtains one of the
alternative quadrangles, found by [25] algorithm as an input, or the whole frame. So, we denote as "image" the source of
query keypoints and descriptors to be matched, and there can be several images per frame.

In Fig. 3, we present the experimental results. This figure shows that the Direct Match mode is significantly faster
than the Almost Match mode; however, it leads to a noticeable decrease in classification accuracy. For instance, Direct
Match is about 4 times faster than Almost Match with BS = 32, but the accuracy of DM is 3 —4% lower than that of AM.
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Fig. 3. Bucket Size impact on of the average matching time (a) and classification accuracy (b) for MIDV-2019 dataset

Also, Fig. 3 shows that all AM algorithms result in almost the same quality. However, the quality of BS =16 is slightly
worse than the others. So, we chose BS =32 as a baseline parameter for the HMIH algorithm in AM mode. Another reason
to choose this parameter is the bucket size distribution presented in Fig. 4. We can see that this threshold separates the
majority of small buckets from a few large ones. In the case of the MIDV-500 dataset, 8 HMIH tables contain only
219 buckets, whose size is greater than 32, but those buckets contain 14.8k descriptors out of 175 k descriptors in total. Thus,
less than 0.3 % of non-empty buckets contain more than 8 % of descriptors. Consequently, the actual distribution differs from
the assumed uniformity in the theoretical complexity assessment. As a result, the bucket size constraint aligns the real data
more closely with the considered model and can significantly influence the running time.
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Fig. 4. Bucket Size distribution in HMIH constructed for 50 documents of MIDV-500 and MIDV-2019 datasets.
The vertical line shows BS = 32

Our second experiment compares the matching time and classification accuracy of HMIH with other methods. We
test HMIH in Almost Match (AM) and Direct Match modes with BS = 32. The matching times are shown in Fig. 5 and
6. We can see that HMIH in DM mode and hierarchical clustering have comparable matching times, with HMIH in DM
mode being negligibly faster. The proposed HMIH in AM mode significantly outperformed multi-probe locality-sensitive
hashing (LSH) and brute-force. However, HNSW was faster for medium and large document subsets. Surprisingly, brute-
force has slightly fewer matching times for a small number of the current document types than LSH on MIDV-500. On
MIDV -2019, brute-force outperformed it almost everywhere. This result can be explained by the absence of
computational overhead for brute-force and inefficient parameters of LSH for the considered problem.

The classification accuracies are shown in Fig. 7. We demonstrate per-frame classification accuracy when we treat
each frame from a video clip as a separate image. Regarding accuracy, both brute-force, LSH, and HNSW approaches
perform similarly on both datasets. HMIH AM has slightly lower accuracy (—1%), and the HMIH DM and hierarchical
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clustering are significantly worse (—5 %). However, HMIH DM gives noticeably better results than hierarchical clustering
for a large number of (more than 30) document types enabled on MIDV—500 and only 2 % better results on MIDV —2019.
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Fig. 5. The average matching time for the MIDV-500 dataset depending on the number of documents in the subset:
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Fig. 7. The dependence of frame classification accuracies on the number of documents in the current subset
for the MIDV-500 (a) and MIDV-2019 (b) datasets

Finally, we measured configuration time for all considered methods. The results are demonstrated in Fig. 8. We can
see that the startup time for HMIH is not so small. However, this time is needed only once and does not affect user
experience. The hierarchical navigable small-world graph approach had the most significant configuration time and was
more than 100 times slower than the HMIH configuration. The reason is that it creates the graph for the current document
subset for each launch. The same is observed for hierarchical clustering, which is 3 times slower. The matching time and
accuracy results indicate that hierarchical clustering is inferior to HMIH. The configuration time of HNSW makes it
unusable for online graph construction for a subset of documents. LSH has inconsiderable configuration time, but the
longest matching time is inappropriate for document type identification with default parameters.

Thus, the proposed HMIH with an Almost Match heuristic and a Bucket Size limit of 32, offers a great combination
of accuracy and computational efficiency in the considered task and can be successfully applied in document recognition
systems. Note that these results, of course, can further be enhanced by implementing a more advanced recognition pipeline
(like adding detection of false responses [29]).
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7. Discussion

In this paper, we examined an ID document recognition system that can select a subset of possible document types
on-the-fly. For such a system, it is crucial to quickly configure a data structure for feature-based document type
identification and enable searches within it in constant time. This challenge is highly relevant, as modern recognition
systems must operate rapidly on various devices and support thousands of document types.

We proposed a solution based on multi-index hashing, enhanced by two heuristics to limit the number of descriptor
comparisons. Our findings indicate that constraining the bucket size is significant in practice due to the non-uniform
distribution of descriptors across the buckets. Experiments show that the heuristic constraint of the bucket size has a
minimal impact on the accuracy of type identification with appropriately adjusted parameters. The reduced number of
examined buckets results in a slight decrease in accuracy compared to a brute-force search, but significantly improves
processing speed.

In our case, selecting a specific subset of document types does not include a complete and time-consuming rebuild of
the search structure, as hierarchical clustering or navigable small-world graphs do. However, we face a longer
configuration time than multi-probe local sensitive hashing, which gives a noticeably worse typing accuracy. It illustrates
the classic trade-off between accuracy and time.

The main limitation of this study is the absence of experiments with a large number of document types. The scale of
a real-world ID document recognition system is likely to exceed 50 documents. For example, the Brazilian Identity
Document Dataset [30] contains only eight different document types, and the IDNet dataset [31] offers 20 types, but
consists of synthesized images. Nevertheless, the observed trends suggest that even with a larger number of types, the
proposed solution, based on heuristic multi-index hashing, is expected to maintain high matching accuracy with a
relatively fast configuration.

The results of this research are promising for tasks that require feature selection followed by fast matching. In these
situations, using a multi-index hash combined with proposed heuristics can dramatically reduce operational time, which
is crucial for real-time applications. One example of such a task is visual localization, where we have prior knowledge
about the continuity of the camera's trajectory and its speed. This understanding enables us to limit the database size to
be searched, thereby minimizing the computational resources required. This area of research is especially important for
future work.

8. Conclusion

This work proposed a new method for heuristic search of nearest descriptors based on multi-index hashing, which can
be initialized on-the-fly for a selected subset of documents. The proposed heuristics include constraints on bucket size
and the number of examined buckets, defined by two variants: direct match and almost match options.

We focused on a specific part of the ID document recognition system: document type identification. Our experiments
were conducted on two datasets, MIDV —2019 and MIDV — 500, which contain ID documents of 50 different types.

Our results showed that the brute-force, locality-sensitive hashing, and hierarchical navigable small-world graph
approaches performed similarly on both datasets and achieved the highest accuracy across all examined document subsets.
The proposed HMIH AM method with a bucket size of 32 had 1 % lower accuracy, while the HMIH DM and hierarchical
clustering techniques were approximately 5 % less accurate. At the same time, the HMIH in DM mode and hierarchical
clustering provided the fastest matching times, with HMIH DM being slightly faster. HMIH AM significantly
outperformed locality-sensitive hashing and brute-force methods. It was marginally slower than hierarchical navigable
small-world graphs when handling document subsets containing fewer than 15 documents. However, when analyzing a
document subset, the HMIH configuration was over 100 times faster than the hierarchical navigable small-world graphs
configuration and 3 times faster than the hierarchical clustering configuration. Locality-sensitive hashing configuration
was much faster, but it required significantly more time for matching, making it less valuable.
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Therefore, the proposed method can be used in computationally intensive ID document recognition systems, providing
accurate type identification and time-efficient subset selection capability.
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